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Abstract

Cancelable template protection techniques are indispensable to provide essential security and privacy privileges

in biometric systems. This paper introduces an efficient cancelable palmprint recognition technique based on multi-
level transformations. Gabor filtering with feature remapping is introduced for extracting highly discriminative
features. Histogram remapping is applied to nonlinearly transform the downsampled Gabor features to be normally
distributed. This feature-remapping step is proposed to enhance the discriminatory power and alleviate the effect
of feature variability and image artifacts. Comb filtering is applied to the mapped features as a first protection layer.
To provide security guarantees against linkability attacks, index-based locality-sensitive hashing (LSH) is introduced
as a second protection layer to transform the comb-filtered mapped real-valued features into maximum-ranked
indices. Recognition is performed in the secured domain to accelerate matching and to preserve the user’s privacy.
Results show that the proposed scheme provides a large re-issuance ability, protects templates from being inverted,
and demonstrates strong unlinkability across different databases. In addition, favorable verification/identification
accuracy is obtained and the system satisfies the needs for real-time applications. A global measure D2 value of 0.01
is obtained, and thus, correlation attacks are mitigated. The recognition results for the legitimate scenario are 100%
identification accuracy and 0% EER. For the worst case (same token scenario), the corresponding results are 99.752%
and 0.31%, respectively.

Highlights

- Multi-level transformations are proposed for efficient cancelable palmprints.

« Histogram-remapped downsampled Gabor features are subjected to comb filtering.

- Locality-sensitive hashing follows comb filtering to obtain maximum-ranked indices.

« The algorithm provides significant capability for re-issuance.

« The system protects templates from inversion and ensures unlinkability across databases.
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1 Introduction

Internet of Things (IoT) is essentially the combination of
various types of technologies with different communica-
tion layers. Different layers necessitate different degrees
of security arrangements. Biometric security systems are
highly recommended for levels requiring direct human
access. These systems have been widely disseminated in
numerous applications such as face recognition [1, 2],
multimodal biometric systems [3], forensic recovery and
identification of marks from an adermatoglyphic individ-
ual [4], and palmprint recognition [5, 6]. While the use
of biometrics is simple, convenient, and reliable, hidden
pitfalls may result in major security weaknesses and pri-
vacy invasions. Invaders may intrude into the communi-
cation channel for the purpose of replaying or modifying
data [7, 8]. The biometric properties are immutable, thus
storing templates without protection can provoke seri-
ous problems when stolen by opponents. Once compro-
mised, a user’s sensitive information will be exposed [9].
Since biometric data is inherently linked to an individual,
any breach of a biometric template can result in perma-
nent identity theft [10, 11].

Ratha et al. [12] identified eight potential security
holes that are vulnerable to attacks in biometric systems.
Among the different issues, providing a stolen template
of a genuine user is the current threat to deal with. Simi-
lar templates may be stored and shared across different
applications, and cross-matching between templates may
be performed to trace and track users. If one template is
stolen from one database, the identical templates in other
databases are rendered unusable. Thus, databases must
be protected against information theft to prevent illegiti-
mate access [13, 14].

Palmprints have recently received much attention due
to their specific superiorities. Palmprints have the advan-
tages of large areas with rich information, simplicity of
image acquisition, and a high level of user acceptability.
They contain two types of features: the palmar friction
ridges and the palmar flexion creases. To make the palm-
print recognition system more user-friendly and sanitary,
images should be captured in a contactless manner. Using
contact-based sensors, the hand is strictly constrained
during image capturing. Persons with arthritis or other
health problems may not be able to place their hands on
the sensor surface. On the other hand, touchless acquisi-
tion uses less constrained mechanisms that do not require
direct contact with the sensing device [5, 6, 15, 16].

Cancelable palmprint template protection schemes
are indispensable for achieving security and privacy in
large-scale system deployment. These schemes require
careful attention since there are several concerns to
worry about. The design criteria are required to achieve
diversity and revocability, which are collectively termed
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changeability. If a stored template is compromised, it is
necessary to revoke the previous template and reissue a
new one. Moreover, independent templates need to be
created for each user in the different applications, and
cross-matching between these templates must not be
allowed. Unlinkable templates are generated such that
it is computationally infeasible to associate a newly cre-
ated template instance to any previously stored instances.
It is difficult to provide fully unlikable templates due to
the intrinsic correlation of biometric templates. The pro-
tected samples must also be computationally difficult to
reveal by external attacks. Irreversibility is an essential
property required to provide the privacy to which per-
sons are entitled. Achieving this property ensures that
original biometrics or features cannot be restored from
the secured templates.

Touchless palmprints show more local variations in
scale, rotation, translation, and illumination, compared
with contact-based imagery. These variations increase
the intra-class differences and potentially reduce the
system’s accuracy. Moreover, recognition accuracy often
degrades with protected templates, due to insufficient
intra-class variations handling capability. It is not feasi-
ble to just simply add an encryption scheme and expect
to obtain the same results that are obtained without pro-
tection. It is essential to achieve efficient discriminability
of cancelable features such that the accuracy of secured
templates is comparable to its original counterpart. The
extracted features should show robustness to even small
misalignment between two samples in the encrypted
domain. Securing palmprint templates meanwhile
achieving superior recognition accuracy is one of the big
challenges, which is still not satisfactorily solved.

For multimodal biometric systems, the issue of normal-
izing features and/or matching scores has been frequently
investigated. For the unimodal biometric case, normali-
zation at the feature level has not received enough atten-
tion. This motivated us to investigate the effect of feature
distribution mapping on system recognition accuracy.
In addition, palmprint is one of the large-area biometric
modalities, which requires a large storage capacity. One
of the important issues is to find a compact representa-
tion that achieves fast matching and light storage, mean-
while maintaining high system performance.

In light of the above challenges and concerns, the key
contributions of the paper are as follows:

1) A new Gabor-based palmprint feature representation
technique is introduced. Each downsampled Gabor
vector is subjected to Gaussianization by remap-
ping its histogram to a normal distribution with pre-
defined parameters. The normal histogram-remap-
ping step perfectly reflects the discriminative nature
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of Gabor features and leads to better performance
compared to other non-uniform remapping func-
tions. Reliable stable representation, regardless of the
variable test sample characteristics, is achieved, and
thus, enhanced identification/verification accuracy is
obtained.

2) Comb filtering was introduced as a cancelable tech-
nique by Soliman et al. [17] for iris recognition.
Efforts were directed to the development of revocable
and non-invertible templates. However, unlinkability
analysis was not provided. In our work, it is shown
that cancelable templates based on comb filtering
alone do not satisfy template diversity. Locality-sen-
sitive hashing (LSH) with random projection is pro-
posed for transforming the comb-filtered normalized
Gabor features such that similar items are mapped
to the same bucket based on collision probability.
A ranking-based method is applied to obtain the
maximum-ranked index feature vectors. Changing
the random projection matrix and/or the filter order
leads to cancelable templates that are independent
across the different applications. This provides high
security against linkability attacks.

3) The random projection step not only exploits the
discriminative nature of the comb-filtered Gabor
features but also provides a compact representation
to handle the high dimensional input and reduce the
recognition time. The matching stage is performed in
the encrypted domain without decrypting the data.
The dual benefit of enhanced security and improved
accuracy is a key contribution to our work.

This paper is structured as follows: Section 2 reviews
the related work. The proposed system is explained in
detail in Section 3. Results and discussions are given in
Section 4. Section 5 concludes the paper and suggests
some future directions.

2 Related work

PalmHash Code and PalmPhasor Code were proposed
in [18] as two cancelable palmprint coding methods. For
PalmHash, palmprint images were filtered using a circu-
lar Gabor filter to extract their discriminative features.
Pseudo-random number (PRN) vectors were generated
using tokens and multiplied by the biometric feature
vectors. For PalmPhasor, the Gabor features and the
PRNs were mixed to form complex number vectors. A
normalized hamming distance was used to measure the
similarity between cancelable templates. Perpendicu-
lar orientation transposition was adopted to solve the
problem of performance deterioration along the perpen-
dicular orientation, which is caused by the correlation
between adjacent rows. The real and imaginary parts of
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Gabor features along that direction were transposed, to
scatter the correlation and provide robustness against
statistical attacks. To further enhance the verification
performance, multi-orientation score level fusion was
employed. The codes were shifted horizontally and ver-
tically and matched repeatedly. To reduce the computa-
tional complexity and relieve the vertical and horizontal
dislocation problems, Leng et al. [19] introduced a sim-
plified 2D PalmHash code. The image was filtered using
a circular Gabor filter, and a random matrix following the
standard normal distribution was generated with a token.
The 2D hash projection was performed, and the obtained
code was only vertically shifted and matched with
another hashing code. The shifting step was employed to
remedy the dislocation problem due to the imperfect pre-
processing. Discarding the horizontal shift led to reduc-
ing the matching complexity, reducing the matching
processing time, and enhancing the changeability per-
formance. However, the minimum equal error rate (EER)
% values obtained using the PolyU database were 0.246%
and 0.948% for the best and worst scenarios, respectively.

Liu et al. [20] proposed a hybrid technique that com-
bined random projection with fuzzy vaults using hetero-
geneous space. The fuzzy vault was used for enhancing
security and binding independent random cryptographic
keys to meet security requirements. Long keys were seg-
mented into multiple shorter sequences, which were
encoded into small sequences using an error-correcting
code (ECC) algorithm. A chaff point generation tech-
nique was also proposed for security enhancement. Chaff
vectors were added between genuine and imposter-
matching distances to prevent the adversary from know-
ing genuine vectors, even having imposter palmprint
features. All points in the heterogeneous space were
sorted depending on the first value elements in the real-
valued vectors. The system performance was evaluated
using the Handmetric Authentication Beijing Jiao Tong
University (HA-BJTU) database. Results indicated the
trade-off between accuracy and security. Correcting
more symbol errors could decrease the false rejection
rate (FRR), but it could also decrease security, and vice
versa.

In [14], a palmprint protection scheme based on ran-
dom projection and log-Gabor features was proposed
to generate cancelable vectors. Log-Gabor magnitude
and phase were extracted and salted in a non-invertible
manner to obtain transformed binary strings. At the
signal level, the image was projected on a Gaussian ran-
dom matrix, and log-Gabor filtering was applied to the
projected image. The extracted features were salted by
applying an XOR function with a random grid, followed
by median filtering. The obtained binary vectors were
concatenated and classified using Kernel discriminant
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analysis (KDA). In case of template theft, new templates
could be generated by changing the random projection
matrix and/or random grid. The EER % values obtained
with the PolyU database, for the stolen token (worst case)
and the legitimate (best case), were 0.59% and zero %,
respectively.

Qiu et al. [5] introduced a template protection method
based on random measurement and noise data. A multi-
directional anisotropic filter was employed to extract
the orientation information of the palmprint. A pseudo-
random non-ergodic chaotic matrix was used to generate
secured cancelable palmprint templates. To enhance the
palmprint privacy further, independent, and identically
distributed noise was added to the extracted features.
The matching scores of multiple directions were fused at
the score level. Verification experiments were conducted
on the Tongji University Palmprint (TJU-P) contactless
database and PolyU database. Results showed that with
5% and 10% noise levels, genuine, and imposter-match-
ing scores could be distinguished well. When the noise
level was increased to 12%, the recognition performance
became worse, with an average EER of 0.2483%, since
many palmprint features were submerged in the noise
data. Thus, increasing the noise level could contribute to
security and privacy enhancement, but at the expense of
authentication performance. Wang and Li [8] proposed
a palmprint cancelable technique using the Orthogonal
Index of Maximum (OIOM) hash and Minimum Signa-
ture Hash (MSH). The region of interest (ROI) was fil-
tered using an anisotropic filter bank. The feature vector
was multiplied with an orthogonal random matrix, and
the maximum index was obtained. Then, an XOR opera-
tion was performed between a user-specific binary code
and the OIOM hash code. The final pseudonymous iden-
tifier was obtained using MSH of binary strings. The
Jaccard distance was employed in the matching stage.
The rank-1 identification accuracy obtained was 99.95%
using the PolyU database and 98.07% using the TJU-P
more challenging database. In the verification mode, the
scheme achieved an EER of 0.32%.

In [11], a palmprint template protection scheme based
on randomized cuckoo hashing and MinHash was pro-
posed. Orthogonal features were extracted using aniso-
tropic filtering and were divided into non-overlapping
blocks. A randomized cuckoo hashing was applied to the
features as the first security layer. To improve template
irreversibility, different Gray coding techniques were
employed for randomized cuckoo hashing with the same
positions. A large number of zeros were noticed after
the cuckoo hashing step. The MinHash algorithm was
adopted as another layer for privacy enhancement, mean-
while improving low space utilization and increasing sys-
tem efficiency. The size of the obtained hashing codes
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increased with a larger block size; thus, better irrevers-
ibility could be achieved. However, the resulting average
EER increased. Using the PolyU database, with 10x 10
and 2% 2 block sizes, the system achieved 0.27% and 0%
EER, respectively. Shao et al. [16] combined hash coding
and knowledge distillation to explore efficient deep palm-
print recognition. Palmprints were converted to binary
codes to save storage space and speed up matching. A
simple XOR operation was used to obtain the distance
between codes. A Deep Hashing Network (DHN) based
on VGG16 was used, and the soft-max layer was trans-
formed into a coding layer. The adopted database con-
sisted of 30,000 images collected by five different mobile
phones. The average EER obtained was 0.607%, and the
average recognition accuracy was 97.49%.

Wu et al. [21] suggested fuzzy commitment based on
deep hashing codes (DHC-FC) and bit selection discrimi-
nation to achieve security in palmprint-based recognition
systems. The lowest EER obtained for the Tongji database
was 0.3795% with 124 bits. Yang et al. [22] introduced a
dual-level cancelable authentication framework, designed
to provide protection for palmprint templates in cloud-
based systems. The raw template was first encrypted with
a first-level token using a competitive hashing network.
The protected template was further encrypted using a
second-level token for a second-level negative database
protection. The framework was specifically designed
for one-to-one verification scenarios and was not opti-
mized for identification tasks. The EERs obtained were
0.36232% on IITD, 0.00794% on PolyU, and 0.00007%
on NIR datasets. In the cancelable palmprint authentica-
tion system introduced by Ashiba et al. [23], the discrete
wavelet decomposition was applied to extract palmprint
features from different subbands, and the resultant map
was encrypted using the homomorphic filtering masking
(HFM) technique. Two different random keys were used
for feature transformation to ensure diversity and revo-
cability. Without knowing both keys, it was difficult to
reverse the encrypted template back to the original one.
The minimum EERs obtained were 0.4% and 0.33% for
CASIA and IITD databases, respectively.

In [24], an attention module was integrated with
ResNet-50 architecture to enhance its feature extrac-
tion capability, and chaotic sequences were incorporated
to provide dynamically controlled neuron activation,
meanwhile achieving diversity for palmprint templates.
For security enhancement, random keys were combined
with template feature values via matrix multiplication,
and a binarization layer was added to reduce computa-
tional complexity. The recognition accuracy obtained was
99.17% and 99.36%, with an EER of 0.29% and 0.24%, for
Tongji and PolyU datasets, respectively. In [25], convo-
lutional neural networks (CNN), feature transformation,
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and the Secure Hash Algorithm (SHA-3) were combined
and employed for mapping palmprints to random codes
and generating secure templates. The recognition accura-
cies achieved were 99.05%, 98.99%, and 97.11% for PolyU,
CASIA, and IITD databases, respectively. The corre-
sponding EER values were 0.62%, 0.70%, and 1.01%.

3 Proposed system

3.1 Overview of the proposed technique

Figure 1 shows an overview of the proposed cancelable
palmprint recognition system. Gabor filters are employed
in the introduced framework to extract features from
palmprint images as they provide optimal spatial and
frequency localization properties. Following this step,
downsampling is applied to reduce feature redundancy
and computational load for efficient further analysis. The
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downsampled patterns are ultimately remapped to a tar-
get distribution with selected parameters.

This feature warping is suggested to compensate for
the misalignment caused by the image variations and
ensure that the extracted features accurately represent
the underlying palmprint characteristics. Templates
obtained after feature normalization are deformed inten-
tionally using a multi-band infinite impulse response
(IIR) comb notch filter. Changing the filter’s order leads
to variations in the delay experienced by past signal sam-
ples, consequently varying the pattern of frequencies that
are amplified or suppressed. The proposed concealment
method inspired by LSH and quantization revolutionizes
template protection by converting the real-valued comb-
filtered feature vectors into discrete index hashed codes.
It involves a process where finite subsets are embedded
in Euclidean space by mapping similar items to the same
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bucket to reduce dimensions while preserving local dis-
tance information. The matching score is calculated by
subtracting enrolled and query elements and counting
the number of collisions (represented by zeros). By uti-
lizing externally generated user-specific random multiple
Gaussian projections, the suggested method effectively
conceals palmprint features while maintaining accuracy
performance, revocability, non-linkability, and irrevers-
ibility. The details of each stage are given in the following
subsections.

3.2 Gabor filtering and distribution remapping
Gabor filters, also called Gabor wavelets or kernels, are
complex bandpass filters optimally localized in both
spatial and frequency domains. The 2D Gabor filter is
defined as follows [26, 27]:
2 2 2
go(x,y) = {—Mexp (— (—%xf + J;—zyf))exp (j27rfxr),
xr = xcosf + ysiné, y, = —xsinb + ycosb
(1)
where f is the frequency of the complex plane wave and
6 is the orientation of the elliptical Gaussian major axis.
The ratio between the center frequency and the Gauss-
ian envelope size is determined by the parameters y and
1. In our work, the value of both parameters is set to v/2.
The fixed values of these parameters ensure that filters at
different scales represent scaled versions of each other. A
family of UX V Gabor filters are defined as follows:

fu="Tm0,=tn u=01...U -1Lv=01,...V -1 )

A filter bank with five scales (/=5) and eight orienta-
tions (V=8) is constructed to determine the local fre-
quency and orientation. The ROI segmentation algorithm
[6] is applied. A Gaussian filter is applied to smooth the
input image and convert it to a binary image. The bound-
aries of two finger gaps are identified and extracted. The
tangent line of the gap boundaries is defined and the tan-
gent points X; and X3 are determined. X; X is set as the
X-axis, its midpoint as the origin, and the line perpen-
dicular to it as the Y-axis. A line parallel to the X-axis at
a distance c¢; || X1 X2 || from the origin and intersecting the
palm contour at O; and O, is determined. A square region
S symmetric with respect to the Y-axis is extracted, its
side length is ¢2||O1 O3], and its distance from the X-axis
is ¢3]|O102].. The ROI is obtained by normalizing S to
the size NXN. The ROI palmprint image is filtered using
all 40 filters, and the magnitude responses are returned,
resulting in an inflation of the initial size dimension by
40 times. With an image size of 128 X 128, Gabor filtering
results in 655,360 (128 X 128 X 40) feature space, which is
too extensive for processing and storage requirements.
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To reduce the dimensions of the resulting features, and to
make further processing more efficient, downsampling is
exploited. A rectangular sampling grid with 16 horizontal
and 16 vertical lines is used. This corresponds to a down-
sampling factor p of 64. The size of the feature space after
downsampling is 10,240 (128x128x40/16). Figure 2
shows examples of Gabor magnitude output before and
after downsampling for two different palms.

The histograms of the downsampled patterns are ulti-
mately remapped to a target distribution with selected
parameters. The purpose of feature warping is to build a
more discriminative representation for the distribution of
features. This is achieved by conditioning the extracted
palmprint features such that they follow a specific dis-
tribution. Histogram remapping starts with transform-
ing the input feature values via the rank transform. For
N dimensional feature matrix, each value in the matrix is
replaced with the rank R and the value would correspond
to if these values were ordered in an ascending manner.
After the ranking step, the mapping function f(x) is cal-
culated as follows [28]:

t
N —-—R+0.5
= [ fwas ()

X=—00

Clearly, the right-hand side is the cumulative distri-
bution function (CDF) of the target histogram, and the
aim is to find ¢. If the CDF is denoted as F(x), and the
scalar value on the right as u, then ¢ can be obtained as
t = F71(u). The inverse of the CDF is evaluated as the
probability values of u. The result is features processed
with anisotropic smoothing.

The normal, lognormal, and exponential distributions
are given by Egs. 4, 5, and 6, respectively:

_ 1 —(x—w?
f(x)—amexp( 952 ) (4)

—(Inx—u)?
1 exp( (Zf,z“))

- (5)
fx) i .
f(x) = Jexp(—ix) (6)

where p is the mean value of the normal distribution and
o is the standard deviation. These two parameters are
also used to define the shape of the lognormal histogram.
The exponential equation is defined with the rate param-
eter Z. In our work, u and o are set to 0 and 1, respec-
tively, while 4 is set to 0.2. The mapping operation can be
considered as recognizing the relative positions of Gabor
features as more important rather than their absolute
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Fig. 2 Examples of Gabor output: a Sample images from two different palms; palm no. 41 (left), palm no. 131 (right). b The corresponding
magnitude output with 40 Gabor filters. ¢ The corresponding downsampled magnitude response

values. The mapping methods attempt to conform to the
distributive shape and spread of features to yield a bet-
ter compensation for the mismatch caused by the severe
palmprint image variations. The effect of histogram
remapping is compared with the well-known zero-mean
unit-variance normalization technique, which is used to
adjust the dynamic range to a common scale.

3.3 Comb filtering

A comb filter is implemented by deliberately using
past input and/or past output samples from a specific
moment in the past. This operation causes an instructive
and destructive interface and provokes the radical filter-
ing effect. Varying the amount of delay makes the filter
sweep through its frequency band, picking up different

harmonics as it moves. Each frequency is affected dif-
ferently, and the filter magnitude response looks like a
tooth of a comb. This type of filtering can be considered a
combination of notch filters with null frequencies, which
occur periodically over the bandwidth [29].

In this work, palmprint templates obtained after Gabor
feature remapping are deformed intentionally using a
multi-band IIR comb notch filter having the following
transfer function:

J— z_m

1
Hz)=b——-—
(@)= 1—oaz7™

(7)

where o and b are positive scalars and m is the filter
order (number of notches minus 1). Filters of different
orders (6, 8, 10, 12) are created, with a bandwidth of 0.02
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(normalized frequency) referenced to the—3 dB point.
IR filters generally require less coefficients and memory
requirements than finite impulse response (FIR) filters, to
meet a similar set of specifications. The phase character-
istics of an IIR filter are generally nonlinear.

Certain frequencies at band nulls are removed from
the feature map. This leads to pattern content distor-
tion, which is not repetitive from one person to another.
Changing the filter order leads to different time delays for
the past samples and hence different sets of emphasized
and attenuated frequencies. The deformed templates
after filtering are used as inputs to the last stage in the
proposed system, explained in the following subsection.

3.4 Random projection with locality-sensitive hashing
Despite the downsampling operation, the resulting fea-
ture vector is still within a highly dimensional space. The
output of the comb filtering stage with a length of 10,240
is projected into random directions that are independent
of its input. Random projection is introduced as a LSH
and is further condensed by quantization (discretization),
for data hiding and security purposes. The proposed algo-
rithm converts the comb-filtered histogram-remapped
Gabor features into hashed codes with discrete indices
according to maximum ranking. For the projected feature
vectors, taking their maximum indices can be regarded
as quantizing the output. After hashing, using this quan-
tization step, the nearby points are highly expected to lie
in the same bucket. Many elements will be mapped to the
same index; thus, it is even harder for the adversary to
reconstruct the original data. The aim is strong feature
concealment and thus contributing to much solid ground
of irreversibility guarantee, meanwhile satisfying the
revocability and diversity requirements for the proposed
palmprint recognition system. Another target is to have
better feature alignment such that the recognition accu-
racy with encrypted features is approximately the same as
with their original counterpart. This is achieved through
the magnitude-independence of the hashed codes, thus
providing robustness to noise, scale, and different feature
variations, as these variations do not affect the implicit
ordering.

The dimension and distribution of the random matri-
ces are controlled such that the similarity between
comb-filtered features in the lower space is preserved.
A common type of random matrices is generated from
a Gaussian distribution and exhibits desirable statistical
properties [30]. The norm of each column of the matrix
is one, and the dot product of all columns taken pairwise
is zero, indicating their orthogonality to each other. For
each comb-filtered feature vector with dimension 10,240,
a number of #n random Gaussian projection matrices with
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q columns are generated, and the resulting # maximum
indices, obtained after projection, are taken to represent
a hashed output from the LSH point of view. Thus, the
dimension of the vector is reduced from 10,240 to n. Dif-
ferent values of n ranging from 300 to 1000 are tested,
and the results are recorded. If a template is stolen, the
hashed output can be reissued using a new set of n ran-
dom matrices. For the legitimate real-world scenario, the
random projection matrix is user-specific. However, the
same-token worst scenario should be taken into consid-
eration, as it is closely related to security attacks. To sim-
ulate this scenario, the experiments are performed with
the same set of random matrices for all users.

Calculating the matching score is the last phase of the
proposed technique. K-nearest neighbor (KNN) classifier
is employed with K=1, using Euclidean distance, to test
the performance after the histogram remapping and the
comb filtering stages. The matching procedure permits
the most similar enrolled template to be selected. On the
other hand, the similarity score between templates after
applying the random projection-based LSH is calculated
based on subtracting enrolled and query templates and
then finding the number of zeros (collisions). This simple
and fast operation perfectly reflects the collision prob-
ability of two hashed codes.

4 Experiments, results, and discussions

This section commences by presenting the database
used in our work, continues by analyzing and assessing
the system performance, and finally presents a detained
security analysis. Assessment metrics used to evaluate
the feasibility of the proposed technique are introduced.
A series of experiments and analyses are provided to
evaluate the recognition performance and security levels.

4.1 Database

Tongji database available online [6] is the largest in scale
and serves as a better benchmark for developing effi-
cient palmprint recognition systems. The database con-
tains a total of 12,000 images from 600 different palms.
The left and right palms of the same subject were con-
sidered as belonging to different people. Palmprints were
collected from 300 persons: 192 males and 108 females,
with ages ranging from 20 to 50 years. Images were cap-
tured using the proprietary touchless acquisition device
described in [6]. Images were collected in two different
sessions. In each session, 10 images from each palm were
provided. The average time between the two sessions was
about 61 days. The image dimension is 600 x 800. Images
obtained in the first session are used as the gallery set,
and images from the second session are used as the probe
set. Extracting the region of interest is an influential step.
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Palmprint images were aligned by constructing a local
coordinate system and using it to crop the ROI image.
The size of the ROI images is 128 X 128.

4.2 Performance analysis

The proposed technique is applied in both identification
and verification modes. In the identification mode, each
sample is compared against all remaining samples, and
the identification accuracy is calculated. Two-fold cross-
validation, with one partition for training and one par-
tition for testing, is used. The results are averaged over
five iterations. In the verification mode, the test sample is
matched against a reference template, and the matching
score is compared with a threshold to decide the authen-
ticity of the person. Table 1 gives the identification and
verification assessment metrics of normalized down-
sampled Gabor features using different remapping tech-
niques. Histogram remapping after Gabor filtering shows
the advantageous capability of extracting significant dis-
criminative features. Remapping to normal distribution
gives the most consistent average identification accuracy
of 99.946%. For the verification scenario, an EER of 0.15%
is achieved. Low EER indicates high verification perfor-
mance. Since the system requires low risk and high accu-
racy, it is meaningful to calculate the true positive rate
(TPR) at low values of false positive rate (FPR). TPR val-
ues of 99.81% and 99.92% are obtained at FPR values of
0.1% and 1%, respectively. With zero-mean unit-variance
normalization, the accuracy and EER are 99.552% and
0.54%, respectively.
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Compared with this normalization technique, the effec-
tiveness of histogram remapping is proven to have clear
evidence of its responsibility for the change in recogni-
tion performance. Gaussianization remapping leads to
better feature distribution, with increased discriminative
ability. It alleviates the extrinsic variability caused by real-
istic acquisition conditions and hence boosts the perfor-
mance of conventional methods. The high performance
can also be linked to the desirable properties of spatial
localization and orientation selectivity of the extracted
features. The method derives a compact palmprint repre-
sentation insensitive to different image degradation. The
downsampling operation reduces dimensionality with-
out losing valuable discriminatory information. Table 2
shows the effect of applying comb filtering after featur-
ing normal mapping in both identification and verifica-
tion modes. It is clear that this filtering stage enhances
the recognition performance compared with using tem-
plates without protection. The highest average identifica-
tion accuracy obtained is 99.97% compared with 99.946%
without comb filtering. Enhancement in the verifica-
tion assessment metrics is also noticed. The EER% has
decreased from 0.15 to 0.1354 using comb filtering with
order 12. The different orders of comb filtering lead to
approximately similar performance. Feature transfor-
mation using histogram remapping followed by comb
filtering noticeably strengthens the useful information
and reduces the harmful disturbances often contained in
features.

The results of the proposed ranking-based hash-
ing algorithm applied after comb filtering are given in

Table 1 Verification assessment metrics and average identification accuracy % of normalized downsampled Gabor features and KNN

classifier using different normalization techniques

Normalization Technique EER % Verification rate % TPR % (FPR=0.1%) TPR % (FPR=1%) Average
identification
accuracy %

Zero mean unit variance 0.54 99.46 9833 99.61 99.552

Exponential mapping 0.26 99.74 99.48 99.89 99.906

Log normal mapping 0.17 99.83 99.75 99.90 99.916

Normal mapping 0.15 99.85 99.81 99.92 99.946

Table 2 Verification assessment metrics and average identification accuracy % of comb-filtered normalized downsampled Gabor

features at different filter orders

Comb filter order EER % Verificationrate  TPR% TPR% (FPR=1%) Average identification accuracy %
% (FPR=0.1%)

m=6 0.1428 99.8572 99.8214 99.9167 99.944

m=28 0.1433 99.8567 99.8095 99.9048 99.962

m=10 0.1399 99.8601 99.8095 99.9167 99.970

m=12 0.1354 99.8646 99.8096 99.9167 99.958
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Table 3 Average identification accuracy % of the proposed cancelable technique using different numbers of random projection

matrices for both legitimate and worst scenarios

Comb filter order Number of random projection matrices

n=300 n=500 n=1000
Legitimate Worst scenario Legitimate Worst scenario Legitimate Worst scenario
scenario scenario scenario

m=6 100 98.63 100 99.348 100 99.714

m= 100 98.626 100 99.454 100 99.752

m=10 100 98.540 100 99.282 100 99.720

m=12 100 98.356 100 99458 100 99.750

Table 4 Verification assessment metrics of the proposed cancelable technique using different numbers of random projection

matrices for the worst scenario

Comb filter order Number of random projection matrices

n=300 n=500 n=1000
EER% TPR% TPR% (FPR=1%) EER% TPR% TPR% (FPR=1%) EER% TPR% TPR% (FPR=1%)
(FPR=0.1%) (FPR=0.1%) (FPR=0.1%)
m=6 089 9741 99.18 0.58  98.69 99.64 037 9932 99.83
m=38 0.77 9802 99.55 057 9852 99.64 0.31 99.48 99.90
m=10 093 9792 99.15 0.50 9892 99.72 036 9935 99.84
m=12 088 9785 99.21 054 9894 99.65 034 9939 99.79

Tables 3 and 4, for the identification and verification
modes, respectively. The ROC curves for the worst-case
scenario are shown in Fig. 3. Small number of random
projection vectors (g = 50) is used to ensure minimum
computation cost and thus meet the expectations for
real-time implementation. In the real-world (legitimate)
scenario, random projection matrices are user-specific.
However, the worst case of using the same set of ran-
dom matrices is analyzed to simulate the stolen-token
scenario. The effect of the number of Gaussian random
matrices is carefully investigated. For the legitimate
scenario, the system exhibits desirable properties and
achieves superior performance with 100% identification
accuracy and zero EER, even with small values of #. The
form of real-valued vectors can be changed, meanwhile
perfectly preserving the discriminability of features. With
n = 300, the size of the feature vector is reduced from
10,240 to 300; thus, storage requirements are effectively
minimized. To save space, the verification results of the
legitimate case are not presented in Table 4, since opti-
mum values are obtained with all filter orders (EER=0%,
TPR=100% @FPR=0.1%, TPR=100% @FPR=1%). For
the worst scenario, it is clear that increasing # leads to
performance enhancement. This confirms the princi-
ples of LSH. With n = 1000, the highest identification
accuracy is 99.752%, and the minimum value of EER is

0.31%. The introduced algorithm ensures that two simi-
lar palmprint templates render a high probability of col-
lision, while templates far apart from each other yield a
low probability of collision. To assess the time efficiency,
the average template generation and recognition times
are recorded for different values of n. Results are shown
in Table 5. Matlab prototyping environment is employed,
and a computer with the following specifications is used:
Intel(R) Core (TM) i7-4900MQ CPU (2.80 GHz) and
24 GB RAM. It is clear that the proposed hashing algo-
rithm reduces the recognition time due to the simple
matcher used and thus meets the expectations for real-
time implementation.

4.3 Security analysis

In this section, unlinkability, revocability, and irrevers-
ibility are rigorously analyzed. Unlinkability is a prop-
erty of one or more biometric references that cannot be
linked to each other or to the person from which they
were obtained [7]. If each person has multiple templates
stored across different applications, attackers may benefit
from the correlation between these templates to allow
successful break-ins. Specifically, unlinkability is guaran-
teed when attackers cannot retrieve any information by
matching hashed codes obtained from the same palm by
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Fig. 3 ROC curves of the proposed cancelable technique using different number of random projection matrices for the worst scenario.am=6,
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Table 5 The average processing time in seconds for enrollment and recognition stages

Remapped Gabor Comb-filtered features Hashed features

features n=300 n=>500 n=1000
Enrollment 1277 2120 4.831 6.014 8.986
Identification 1.192 3131 0.122 0.136 0.249
Verification 0.890 1.682 0.066 0.080 0.090

using different projection matrices. The technique is con-
sidered linkable to a certain degree if the likelihood that
the two templates conceal the same instance is higher
than the likelihood that they conceal different instances.
To assess unlinkability requirement, two score dis-
tributions are obtained: pseudo-genuine and pseudo-
imposter. The pseudo-genuine (mated) score represents

the similarity between two hashed vectors generated
from the same palm using two different random matri-
ces and stored in different applications. On the other
hand, the pseudo-imposter (non-mated) score is calcu-
lated between the transformed vectors of different palms
with different keys and stored in different databases.
These distributions are used to indicate how vulnerable
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the stored templates are to profiling (i.e., linking) activi-
ties. The two metrics introduced by Gomez-Barrero et al.
[7] are used to evaluate the confidence in verifying pat-
terns by measuring the separability of the match and
non-match populations. The D, (s) is a local score-wise
metric that is based on the likelihood ratio between the
score distributions. The D2, is a global measure that is
independent of the score domain, thus allows a faithful
assessment of system likability. Its value lies in the range
[0, 1]. Lower values indicate a decreasing level of linkabil-
ity. For completely separable mated and non-mated dis-
tributions, D2 =1 (fully linkable).

To assess the linkability of the proposed multi-transfor-
mation algorithm, six different databases are created. The
multiple protected templates for the same palm are gen-
erated using different random projection matrices to sim-
ulate its use across various applications. For the mated
distribution, all similarity scores between templates gen-
erated from the same palm in the various applications are
calculated. For the non-mated distribution, the distance
scores are calculated by matching the test templates of
the original database with the first sample of the remain-
ing different palms in the different databases. Figure 4(a)
shows that the pseudo-genuine and pseudo-imposter dis-
tributions are overlapped, with DZ’ = 0.01. The scores
are sufficiently undistinguishable, and the protected tem-
plates are unlinkable. Thus, it is infeasible to recognize
any hashed code pairs from the same person. If the scores
are far apart, it will be easy for an attacker to distinguish
whether the template is for the same person or not. The
algorithm highly increases the difficulty level involved in
using the correlation between samples to perform a suc-
cessful system break-in. To assess template linkability
based on using only comb filtering without the random
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Fig.4 Unlikability analysis for a the proposed approach with g =50, n =1000 and b the comb-filtered remapped Gabor features

Page 12 of 17

projection-based LSH, six different databases are created
using different filter orders. Mated and non-mated distri-
butions are plotted in Fig. 4(b). It is obvious that pseudo-
genuine and pseudo-imposter density functions are
separable, with D2’ = 0.98. This implies that the hashed
vectors obtained from the same palm or different palms
are sufficiently distinctive, and an attacker can discrimi-
nate between hashed codes easily.

Revocability permits the generation of new templates
(using new random keys) when the template in question
is stolen. Moreover, the new template must not match the
old compromised one. Thus, revocability does not only
mean to generate a new template but also to prevent the
authentication rights of the old authenticator. For revo-
cability evaluation, the genuine, imposter, and pseudo-
imposter distributions are considered. Genuine scores
are the matching scores calculated using the same pro-
jection matrix when comparing templates from the same
person, while imposter scores are calculated between
different palms within the same system. Intra-class and
inter-class variances are quantified by the genuine and
imposter matching scores, respectively.

The pseudo-imposter score is the matching score
between two templates of the same subject using a dif-
ferent key. Thus, revocability is satisfied if genuine and
imposter scores are separable; meanwhile, genuine and
pseudo-imposter scores are also separable.

Transformed templates are obtained using the same
random projection matrix RGy, and the resulting data-
base contains the original transformed templates. A new
transformed database is obtained using a different matrix
R@Gj1. Recognition results are obtained separately on each
database, and the performance is found to be similar. This
proves that system efficiency is not affected by changing
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projection keys. Figure 5(a) shows that the pseudo-
imposter distribution is far from the distribution of genu-
ine scores. The proposed technique shows a high ability
to reissue templates, with perfect separation between
genuine and imposter scores, and is free from accuracy
discrepancy problems. Moreover, the algorithm does
not permit an updated template to fall into the region of
acceptance of the old template. In a similar way, 100 new
transformed databases are generated using 100 differ-
ent random matrices. The same experimentation is per-
formed and similar results are observed. As previously
stated, downsampling and random projection reduce the
system storage requirements. Also, it is obvious that ran-
dom projection after comb filtering proves its efficiency
in information privacy enhancement. On the other hand,
as shown in Fig. 5(b), using the comb-filtered remapped
Gabor features without random projection leads to a
significant overlap between the genuine and pseudo-
imposter scores. This means that the new template is in
the region of acceptance of the compromised one, and
revocability is not achieved.

Irreversibility in cancelable biometrics is an essential
property that ensures that the original biometric data
cannot be reconstructed from the protected template.
This is typically achieved by applying non-invertible
transformations that obscure the connection between
the original biometric features and the stored cancelable
templates. The proposed system employs crucial steps
that contribute to its irreversibility. Extracting the nor-
mal histogram-remapped Gabor features from palmprint
images introduces a level of complexity and nonlinearity
that makes it difficult to revert back to the original data.
The multi-scale and multi-orientation representation of
Gabor features together with the Gaussianization step
add to the irreversibility of the method. By downsampling
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Fig. 5 Revocability analysis for a the proposed approach with g=50, n=1000 and b the comb-filtered remapped Gabor features

the extracted features, the amount of information avail-
able for reconstruction is reduced. This dimensionality
reduction step also contributes to the loss of fine details
that could facilitate reversing the transformation. The
downsampled features are further processed, creating a
more complex representation that is less likely to retain
identifiable patterns of the original palmprint image.
Comb filtering helps in emphasizing certain frequency
components while suppressing others, adding another
layer of obfuscation.

The final transformation stage is achieved by non-
linearly converting the comb-filtered remapped Gabor
features to maximum ranked discrete indices, thus effec-
tively protecting features from being inverted. No clue is
provided for an adversary to guess the real-valued fea-
tures from the stolen vectors. Moreover, knowing the
projection matrix cannot help in recovering the original
vector, since there is no direct link between the random
matrix and the palmprint vector. The algorithm can
highly hide the palmprint features using both spatial and
frequency information to represent cancelable templates.
From the above discussion, it is clear that template pro-
tection requirements are perfectly satisfied; meanwhile,
superior recognition accuracy is achieved.

4.4 Comparison with previous methods

The proposed algorithm is faithfully compared with
the recent state-of-the-art palmprint revocable and
irrevocable hashing algorithms using the same Tongji
palmprint standard large-size database. The identifica-
tion accuracy and EER percentages are given in Table 6.
In the Similarity Metric Hashing Network (SMHNet)
introduced in [31], an embedded Structural Similar-
ity Index Metric (SSIM) block was added after the last
convolutional layer to capture structural information.
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Table 6 Identification accuracies % and EER % of the proposed technique compared with recent methods in the literature using

Tongji database

Ref Method

Qiu et al., 2019 [5] Random measurement with added noise
Wang and Li, 2019 [10] OIOM and Minimum Signature Hash
Khan et al., 2024 [24] Deep secure PalmNet

Jiaetal., 2020(33] LFH
Liuetal., 2021 [31] SMHNET

Aroraetal,, 2021 [32]  PalmHashNet

Shao etal,, 2020 [34] DDH

Lin et al., 2023 [35] Double quantification of template and network

Wu et al., 2023[21] DHC-FC

Proposed Ranking-based LSH with comb-filtered Gabor
features

Type Accuracy % EER %
Cancelable technique _— 0.2483
Cancelable technique 98.07 0.32
Cancelable technique 99.17 0.29
Supervised hashing based on latent factor 96.63 -—
models

Deep learning network with embedded SSIM 97.65 —
and hashing blocks

Residual deep hashing network with indexing 97.85 0.53
module

Deep distillation hashing network 98.92 2.53
Deep hash network — 0.0075
Fuzzy commitment based on deep hashing code ———- 0.3795
Cancelable technique 100 0.00

A hashing block was added after the last fully con-
nected layer to encode the floating-point data into
binary codes to facilitate large-scale feature storage.
The obtained unique fixed-length codes were irrevers-
ible for security enhancement. The recognition accu-
racy obtained was 97.65%. In [32], a deep convolutional
network named PalmHashNet was proposed to extract
palmprint features using a modified softmax loss func-
tion. ResNet-18 was used as the backbone network to
learn discriminative features. Extracted features were
sent to an indexing module for index-table creation.
This operation reduced the number of comparisons
due to reduced search space. The results obtained were
97.85% identification accuracy and 0.53% EER in the
verification mode. In [33], the problem of using hash-
ing techniques for palmprint recognition was investi-
gated. Four supervised techniques, four unsupervised
techniques, and four deep learning-based hashing
methods were evaluated. The best recognition per-
formance on the Tongji database was 96.63% using
Latent Factor Hashing (LFH). In the work introduced
by Shao et al. [34], deep distillation hashing was pro-
posed to improve the matching efficiency using a light
network. VGG-16 was used as a deep hashing teacher
network, and a light student network was constructed
under the guidance of the teacher network. The results
obtained were 98.92% and 2.53% for accuracy and EER,
respectively. The authors in [35] proposed a method
for efficient and lightweight palmprint recognition by
quantizing both the templates and network parameters.
They achieved this by binarizing the parameters of the
deep hash network to compress the network weight and
increase speed. They utilized mutual information to

optimize the ambiguity in the Hamming space, result-
ing in a tri-valued hash code as the palmprint template.
They achieved an EER of 0.0075. The DHC-FC method
[21] demonstrated reduced template size and shift-
matching-free ability with the lowest EER achieved at
0.3795%.

The focus of the works [21, 31-35] was on introduc-
ing various hashing techniques that reduced storage
and enabled fast retrieval of the best match with mini-
mum recognition time. While hashing does not achieve
complete security, it is still better than storing original
templates. A stolen hash is mathematically difficult to
reverse compared to raw data. Security in this context
was provided through the generation of binary codes
that represented palmprint features in a way that pre-
served the essential discriminative information while
making it difficult for unauthorized users to recon-
struct the original palmprint image.

When comparing the code lengths of the different
hashing methods, the lowest EER in [21] was achieved
with 124 bits selected from the original template. For
the Tongji database, the code length was 511 bits due
to the inclusion of error correction bits. In [31], the
exact feature vector length was not mentioned. The
output from the PalmHashNet approach [32] was a
512-dimensional distinct compact feature embedding
for each palmprint sample. In [33], all methods attained
the highest recognition performance when the code
length was set to 256. With the networks introduced in
[34, 35], 128-bit binary codes were obtained. No secu-
rity analysis was provided. The compact representation
presented in all these works participated in enhanc-
ing the matching performance and storage efficiency.
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Irreversibility property might be guaranteed using
these methods. However, all of them were irrevocable
hashing algorithms, and unlinkability was not fulfilled.

The works introduced in [5, 10, 24] represent cancela-
ble template protection schemes. In [5], a chaotic matrix
and a secret key were used to generate the cancelable
palmprint templates. The authors provided theoretical
analysis and experimental results to verify the unlink-
ability and irreversibility of the suggested technique.
However, they did not include any assessment metrics
or graphs as direct evidence for these properties. They
did not also explicitly state the length of the cancelable
palmprint feature. While noise addition was essential
for preserving palmprint privacy, its level required care-
ful control, and the required balance between security
and authentication performance could not be attained.
Increasing security was at the expense of decreased EER
(0.2483%). By creating pseudonymous identifiers that are
well enough undistinguishable, the suggested method in
[10] demonstrated unlinkability and made it difficult for
attackers to distinguish between templates created from
the same person and different persons. The pseudo-gen-
uine and pseudo-imposter distributions were overlapped
indicating non-correlated stored templates. However,
no linkability assessment metrics were provided. Two
layers of security were provided using OIOM and the
MSH methods to achieve irreversibility. Revocability was
proven by showing that the pseudo-imposter distribution
was far from the genuine distribution, with enough sepa-
ration between genuine and imposter scores. The length
of the cancelable palmprint template was 600 in integer
values. One value needed 8 bits for binary representation,
resulting in templates with 4800-bit length. The accuracy
and EER values were 98.07% and 0.32%, respectively. The
performance is low compared with the proposed algo-
rithm, even when operated in the worst-case scenario.
In [24], input feature values were intentionally made
irreversible through the steps of transformation, reshap-
ing, and ranking from largest to smallest feature value.
The length of the cancelable feature was reduced from
1024 to 256 bits during the application of the scheme.
New cancelable templates could be issued by changing
the random keys, and revocability was assessed by plot-
ting the distributions of the scores. The pseudo-imposter
distribution closely resembled the imposter distribution,
with sufficient distinction between the distributions of
the pseudo-imposter and genuine scores. The DZ’ value
of unlinkability was 0.11 compared to 0.01 in our work.
The recognition accuracy obtained was 99.17% with an
EER of 0.29%. It is clear that the proposed framework
outperforms all state-of-the-art techniques.

Recent works [36, 37] illustrate that Learnable Gabor
Filters (LGF) could achieve promising performance. Their
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focus was to enhance the Gabor-based palmprint feature
extraction and recognition. They did not address cancela-
ble or hashing algorithms for security purposes. To pro-
vide adaptability across different datasets, these learnable
filters were designed to select the optimal parameters,
including scale, orientation, and frequency, with no need
for manual adjustments, thus boosting the recognition
performance. The Comprehensive Competition Net-
work (CCNet) [36] enhanced the discriminative power of
palmprint recognition by considering spatial competition
relationships and multi-order texture details. The EER %
obtained on the Tongji database was 0.00004. In [37], a
coordinate-aware contrastive competitive neural network
with three parallel branches was proposed to extract
multi-scale texture features, resulting in a more compre-
hensive palmprint texture representation. The inclusion
of coordinated attention enabled the network to focus on
essential discriminative regions and improve the system
performance by dynamically adjusting the weights of the
extracted features. An EER % of 0.005 was obtained using
the same database. The orientation of palmprint lines and
wrinkles is crucial for texture extraction and recognition.
Thus, using ordinary image augmentation techniques
such as rotation and flipping with these networks may
destroy the orientation information of different textures
and violate their integrities.

In the proposed technique, histogram remapping of
Gabor features increases the authentication accuracy by
reducing the effects of feature variability and enhanc-
ing their discriminative capability. LSH of comb-filtered
Gabor features performs not only its security role but
also focuses the search on relevant buckets. This helps to
ignore unrelated data points that might introduce noise
into the recognition task, reduce the effect of outliers and
irrelevant data variations, and hence lead to more accu-
rate identification/verification results.

5 Conclusions and future work

This paper has introduced a reliable palmprint recog-
nition system with an efficient template protection
technique. Histogram remapping of Gabor features
has been proposed to increase the authentication accu-
racy by reducing the effects of feature variability and
enhancing their discriminative capability. Comb filter-
ing has been applied on the remapped downsampled
Gabor features as the first protection layer. The ability
to reinitiate a new pattern is permitted by changing the
filter order. Index-based locality-sensitive hashing after
comb filtering has been proposed to serve as a robust
security layer by transforming the real-valued features
into maximum-ranked indices. Several comprehensive
experiments have vindicated not only the template pro-
tection requirements but also the recognition accuracy
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that is highly preserved compared to its original coun-
terpart, even with the worst-case scenario. The system
has proven its high capability in template revocability,
non-invertibility, and unlinkability across the different
databases, meeting the needs for real-time implemen-
tation through reduced matching and achieving supe-
rior verification/identification accuracy.

One of the future directions is the fusion of multi-
ple biometric modalities for further enhancement of
the system security and privacy. Multimodal systems
are more resilient to spoofing attacks and can achieve
better user privacy protection. Another direction is to
develop novel deep learning models that can capture
more intricate patterns and features, with the potential
to include approaches like attention mechanisms, graph
neural networks, and capsule networks. It is suggested
also to explore methods to train these models with
fewer labeled samples, such as few-shot learning, meta-
learning, and self-supervised learning, to decrease
the reliance on large datasets. We plan also to extend
our research to include a thorough examination of
pre-image attacks and provide a more comprehensive
investigation of the system’s resilience to various types
of cryptographic vulnerabilities.

Abbreviations

loT Internet of Things

LSH Locality-sensitive hashing

PRN Pseudo-random number

EER Equal error rate

ECC Error correcting code

HA-BJTU  Handmetric Authentication Beijing Jiao Tong University
FRR False rejection rate

KDA Kernel discriminant analysis
TJU-P Tongji University Palmprint
OIOM Orthogonal Index of Maximum
MSH Minimum Signature Hash

ROI Region of interest
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