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Abstract 

The research addresses energy consumption, latency, and network reliability challenges in wireless sensor network 
communication, especially in military security applications. A multi-agent context-aware model employing the belief-
desire-intention (BDI) reasoning mechanism is proposed. This model utilizes a semantic knowledge-based intelligent 
reasoning network to monitor suspicious activities within a prohibited zone, generating alerts. Additionally, a BDI 
intelligent multi-level data transmission routing algorithm is proposed to optimize energy consumption constraints 
and enhance energy-awareness among nodes. The energy optimization analysis involves the Energy Percent Dataset, 
showcasing the efficiency of four wireless sensor network techniques (E-FEERP, GTEB, HHO-UCRA, EEIMWSN) in main-
taining high energy levels. E-FEERP consistently exhibits superior energy efficiency (93 to 98%), emphasizing its effec-
tiveness. The Energy Consumption Dataset provides insights into the joule measurements of energy consumption 
for each technique, highlighting their diverse energy efficiency characteristics. Latency measurements are presented 
for four techniques within a fixed transmission range of 5000 m. E-FEERP demonstrates latency ranging from 3.0 
to 4.0 s, while multi-hop latency values range from 2.7 to 2.9 s. These values provide valuable insights into the per-
formance characteristics of each technique under specified conditions. The Packet Delivery Ratio (PDR) dataset 
reveals the consistent performance of the techniques in maintaining successful packet delivery within the specified 
transmission range. E-FEERP achieves PDR values between 89.5 and 92.3%, demonstrating its reliability. The Packet 
Received Data further illustrates the efficiency of each technique in receiving transmitted packets. Moreover the net-
work lifetime results show E-FEERP consistently improving from 2550 s to round 925. GTEB and HHO-UCRA exhibit 
fluctuations around 3100 and 3600 s, indicating variable performance. In contrast, EEIMWSN consistently improves 
from round 1250 to 4500 s.
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1  Introduction
A pervasive computing environment is a context-aware 
system based on ubiquitous computing, which is a com-
putational everyday environment that enables devices and 
people to communicate with their surroundings. Moreover, 
context-awareness systems consist of sensors that are able 
to collect data from their environment, interpret it, and, 
after analyzing, change its behavior according to its envi-
ronment [1]. In wireless sensor communication networks, 
addressing the disparity in energy consumption and mini-
mizing delivery latency poses a significant challenge. The 
battery dependency of sensor nodes presents a challenge 
in terms of recharging or replacing them once they are 
deployed in the environment [2]. The depletion of energy in 
a sensor node has a significant impact on the transmission 
of data. When the sensor node’s energy level is depleted, it 
undergoes a decrease in its transmission capability, lead-
ing to network failure. The importance of implementing a 
reliable mechanism to prolong the operational lifespan of 
sensor nodes while maintaining efficient data transmission 
has become imperative [3]. In addition, wireless sensor net-
works (WSN) have been proven quite promising, such as 
in e-health, military, and smart applications for users’ daily 
lives, which have created a smart environment where WSN 
is involved and embedded everywhere, as shown in Fig. 1 
[4–6]. Likewise, the transmission of data is a primary object 
when dealing with serious situations. Therefore, monitor-
ing and keeping an update on WSN is quite crucial.

Especially when WSN communication encounters 
numerous limitations, such as limited bandwidth, limited 
power, limited mobility, and latency issues, within the 
terrestrial environment [3].

Therefore, in this paper, we develop a context-aware 
artificial intelligence system for WSNs to overcome the 
limitations of wireless sensors. Leveraging a combina-
tion of context awareness and multi-agent techniques in 
energy-aware wireless sensor networks for smart envi-
ronments yields significant advantages.

By continuously monitoring environmental factors, 
node mobility, and energy constraints, situation-aware 
agents can dynamically adapt link schedules, optimizing 
energy efficiency and reducing latency [7]. Multi-agent 
coordination further enhances network resilience, miti-
gates interference, and enables intelligent cooperation 
among wireless sensors. This approach not only con-
serves energy but also extends network lifetime [1].

Concisely, this paper’s contributions are as follows:

•	 We develop a multi-agent context-aware network 
provided by the Endsley model in WSNs to resolve 
energy consumption constraints. We enhance the 
sensor intelligence by using the BDI reasoning mech-
anism to avoid latency and data collisions while trans-
mitting the data. Wireless sensors get aware (external 
knowledge of the environment) of their surroundings 
by the context-aware paradigm and use the BDI rea-

Fig. 1  WSN communication in our daily lives
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soning mechanism to find the optimal solution for the 
dynamic nature problem of the environment.

•	 We develop a case study for the security border for-
malism in which sensor nodes can make decisions 
intelligently without human involvement, adapt 
themselves according to the environment, and infer 
a plan within time to prevent the damages caused by 
suspicious entities.

•	 The proposed energy-aware intelligent mechanism 
for WSN enhances the sensor node intelligence 
among each other. It uses the Endsley model for com-
munication; whenever the node’s energy level drops 
to a certain point, it informs every other node in the 
network to stop its activities due to energy depletion 
to avoid unnecessary energy consumption and data 
transmission.

2 � Related review
In the prior work, we solely focused on the WSNs based on 
emergent situation assessment due to the concept for our 
case study, emergent situation alerts. Ambient intelligence is 
vital in healthcare, especially during emergencies such as the 
COVID-19 pandemic. The paper proposed a situation-aware 
mechanism using wearable sensors to monitor patients con-
tinuously. It employs a belief-desire-intention intelligent rea-
soning mechanism to detect COVID-19 symptoms early and 
alert users for self-awareness and precautionary measures. 
The system utilizes temporal logic, and the proposed frame-
work is modeled and simulated using NetLogo, demonstrat-
ing its effectiveness in handling pandemic situations [1]. 
Likewise, in the past decade, smart computing has gained 
attention, especially in ubiquitous environments, improv-
ing everyday human life. Dynamic interactions with systems 
using various modalities are facilitated in smart comput-
ing. The Multi-Context System (MCS) is crucial for link-
ing diverse context domains in a distributed environment. 
However, interaction among knowledge sources can lead 
to inconsistencies and asynchronous communication. This 
article proposed a framework based on contextual defeasible 
reasoning in a multi-agent environment to address inconsist-
ent information in MCS. A NetLogo simulation validates the 
framework, and a Parkinson’s disease case study formalism 
further demonstrates its efficacy [8].

In [9], Bhadwal et al. propose a wireless sensor-based 
border security system. When suspicious activity is 
detected, alerts and images are sent to the main system. 
The system warns the person, and if ignored, it transi-
tions to an auto-combat system, shooting the intruder. 
The hardware includes stepper motors, a Raspberry Pi 
interface, and a camera controlled by sensors.

In [10], Nitin et al. introduce a long-range border secu-
rity system using LDR and ultrasonic sensors. The LDR 

detects obstacles with beam light, and the ultrasonic sen-
sor observes obstacles that safely cross the beam lights. 
Rule-based reasoning enhances context-awareness in  
ambient intelligence (AmI) according to [11]. The 
approach validates rules, identifies conflicts, and recom-
mends sensors for improved reasoning, combining rule-
based systems with ontologies.

Authors [12] propose a technique for reasoning over 
dynamic contextual information in ambient intelli-
gence. They use a multi-agent approach, incorporat-
ing artificial intelligence planning to handle dynamic 
changes in context. The paper reviews existing tech-
niques and presents a planning and reasoning approach 
illustrated through a context-aware tourist guide sys-
tem in ambient intelligent environments.

Building on this foundation, reference A introduces 
the pivotal role of AI and ML in enhancing the manage-
ment of smart buildings and energy systems, illustrat-
ing how these technologies can be applied to optimize 
energy consumption and efficiency in WSNs [13]. Simi-
larly, reference D’s exploration of energy-efficient UAV 
flight path modeling for cluster head selection presents 
a novel approach to extending network lifetimes and 
improving energy efficiency, offering valuable insights 
into the potential applications of UAVs in WSN optimi-
zation [14]. These studies underscore the importance of 
integrating advanced technologies and methodologies 
to address the challenges of energy management and 
network optimization in WSNs, further enriching our 
discussion on emergent situation assessment and ambi-
ent intelligence.

Algorithm 1 Detection and notification algorithm
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3 � Core notions of proposed system
3.1 � Multi‑agent system
Motivational models propose that incorporating princi-
ples from human psychology, such as open-ended learn-
ing and autonomous skill acquisition, benefits artificial 
agents. Multi-agent systems and swarms are contextual 
scenarios, representing a logical progression from indi-
vidual agents. Software-based intelligent agent models 
aim to enhance cognitive abilities, enabling agents to 
engage in deliberative processes and choose advanta-
geous plans for improved decision support systems [1].

3.2 � Context‑awareness
Originating from pervasive computing in 1994, con-
text-aware computing involves systems that perceive 
and comprehend their environment, adapting behav-
ior based on contextual cues [15]. This includes fac-
tors like proximity of individuals, lighting conditions, 
ambient noise, social environment, and network con-
nectivity. Advanced knowledge technologies like 
broadcast connections, sensors, and the Internet of 
Things contribute to adaptive learning through con-
text-aware technology, crucial for acquiring pertinent 
contextual knowledge [1, 15].

Algorithm 2 Animal detection and response algorithm

4 �  Proposed energy‑aware intelligent mechanism 
for border formalism in WSN

The algorithm is designed for detecting suspicious 
objects or persons at a country’s border. The process 
involves the camera agent (Ci) sending images to the con-
troller agent (CAi), initially categorizing entities as suspi-
cious. If no suspicious activity (SAi) is detected, no alert 
is generated. If SAi is identified, an alert is sent to CAi. If 
the entity is an authorized person (APx), defined as either 
an army officer (AOx) or head officer (HOx), no alerts are 
generated. If the entity is neither AOx nor HOx, it is cat-
egorized as suspicious, and alerts are sent to CAi.

Algorithm 3 System control algorithm

CAi, upon notification, triggers the system by sending the 
culprit’s location to an on-call officer (OCi). OCi verifies 
and sends GPS coordinates to on-duty army officers (AOx) 
to apprehend the culprit. If a suspicious object is identified 
as an animal, an alert with GPS coordinates is sent to CAi. 
CAi checks for the availability of the auto-combat system 
(ACS). If ACS is available, a request is generated to auto-
matically shoot the animal; otherwise, commands are sent 
to on-duty army officers (AOi x) for manual intervention.

A Boolean flag is used, with 0 indicating the system 
should continue and 1 indicating a halt. The decision 
to continue or halt depends on factors like border and 
armed forces protocols, policies, and the nature of the 
suspicious entity. The final system state is under human 
control, determined by the army officer in charge. If the 
flag is 0, the system continues; otherwise, it is halted.

4.1 � Energy‑aware intelligent mechanism for WSN 
in emergent situations

The provided algorithm outlines a communication initia-
tive for a node, referred to as Nodei , within a network. 
The algorithm considers various parameters to optimize 
the communication process, such as the desired data 
(SDi ), source (srcn ), and destination (dstn ) nodes, two 
possible communication topologies (SHop and MHop ), 
packet acknowledgment and failure indicators (PAi and 
PFi ), transmission and reception powers (tx and rx), dis-
tance (dis), delay (d), packet size (PSi ), link availability 
(LAi ), interference parameters (n and Inp ), link availabil-
ity states (Running, Busy, Idle), total energy consumption 
(TEC), node energy (Ei ), energy depletion (ED srcn ), and 
a danger level for unsuspicious activity (DLi).

The algorithm begins by initializing variables and check-
ing if the desired data transmission is required by Nodei . If 
so, it initializes transmission and reception powers, energy, 
and packet size. The algorithm then calculates the distance 
between the source and destination nodes. Based on this 
distance, it selects an appropriate communication topology, 
either SHop or MHop , and adjusts the transmission power 
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accordingly. If the distance is below a certain threshold, it 
uses SHop ; otherwise, it employs MHop and invokes Algo-
rithm 2 for further adaptation.

Subsequently, the algorithm checks the link availability 
(LA), node energy (Ei ), and the danger level for unsuspi-
cious activity (DLi ). It calculates the total energy consump-
tion (TEC). If the link is both idle and running, it proceeds 
to check reception, interference, and the danger level.

If a danger level is detected, the algorithm assesses the 
node’s energy level. If the energy is sufficient, it transfers 
data to the destination node; otherwise, it broadcasts an 
energy depletion message.

Finally, the algorithm handles cases where the link is 
not both idle and running, checking link availability and 
recalculating the total energy consumption. In essence, 
this algorithm aims to make communication decisions 
based on dynamic factors such as distance, link availability, 
energy levels, and the danger level for unsuspicious activ-
ity, ensuring efficient data transmission while considering 
the energy constraints of the nodes in the network.

5 � Theoretical results for smart surveillance system 
using ThingSpeak

This section covers the prototypal implementation 
of the proposed work. The prototype is developed to 
check the validity and the correctness of this work. The 
physical implementation of this work is currently not 
possible due to time, budget, and technical constraints. 
For prototypal implementation, Spy Detecting, Suspi-
cious Activity Monitoring, and Unauthorized Person 
agents were developed in python programming lan-
guage using Notepad++ editor [16]. The agents was 
connected with the ThingSpeak website channel, which 
allows the visualization of data sent by the agent. This 
data is saved on the ThingSpeak cloud [17]. ThingSpeak 
is integrated with MATLAB thus allowing for the anal-
ysis of data received on the ThingSpeak website. MAT-
LAB has also been used to generate an alert email and 
send it to the user’s mail account [18]. Other than this, 
an alert notification is sent on the user’s chosen device 
with the help of the IFTTT application. The IFTTT 
application is installed on the chosen device and a noti-
fication can be developed on the IFTTT website and 
sent to the IFTTT application on the device to generate 
a notification when a specific situation occurs during 
data acquisition [19]. Furthermore, a message is sent 
using the Twilio application. This application sends a 
message on a specified number when a certain condi-
tion is met during data acquisition [20].

5.1 � ThingSpeak channels
For the prototypal implementation of the proposed work, 
a ThingSpeak channel by the name of “Smart Border 
Patrol System (Control Agent)” was made. A Spy Detect-
ing agent gathering data about the person’s identity has 
been developed in python programming language using 
notepad++ editor for this work. Figure 2 shows the cod-
ing of the agent.

Figure 3 shows the channel developed for this work. 
The figure shows the name of the channel developed, 
along with the unique channel ID. Every channel in 
ThingSpeak is provided with its unique channel ID 
which can be used for accessing the channel during 
data sending and retrieving. The channel also con-
tains information about when the channel was created, 
when was it last entry was made, and the total num-
ber of entries made in the channel. The access of this 
channels is made public so that anyone who has the 
channel ID or the channel link (weblink of the chan-
nel, in the web browser search bar) can easily access it. 
Other than this, the access can be made private so that 

Algorithm 4 Initiative of communication with energy awareness
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only the user can access it, or the access to the channel 
can be given to specific people by sending the channel 
information to their email address.

5.2 � ThingSpeak react
ThingSpeak react is an application associated with 
ThingSpeak. It generates a “reaction” using the data 
obtained on the ThingSpeak channel. This reaction 

Fig. 2  Python code for agent

Fig. 3  ThingSpeak channel for controller agent
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can be an email, a notification on a device, or a tweet. 
For this work, an SMS, an email and a notification has 
been used.

5.2.1 � Email
When that received data is above or below a certain 
point, an email is generated and sent to the email address 
associated with the owner of the ThingSpeak account, as 
can be seen in Fig. 4.

5.2.2 � Notification
In addition to this, a notification is sent to the device 
of the account owner. This is done using the IFTTT 
applet. The connection of the device is established by 
installing the IFTTT application on the device where 
the notification is to be received. The connection of 

the IFTTT with ThingSpeak, the notification gen-
eration react creation, the resultant notification 
received in the notification panel, and the IFTTT 
application installed in the mobile device can be seen 
in Figs. 5, 6, 7, and 8 respectively.

5.2.3 � SMS
Other than this, an SMS is sent to the device chosen 
by the account owner. This is done using the Twilio 
application. This application allows the sending of text 
messages to a device based on the ThingSpeak chan-
nel data. The connection of the Twilio application with 
ThingSpeak platform, the SMS generation react crea-
tion and the resultant SMS received can be shown in 
Figs. 9, 10, and 11 respectively.

Fig. 4  Email received

Fig. 5  Notification connection with IFTTT​
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6 � Experimental results
This section represents a system requirements and sim-
ulation-based performance analysis of the WSN. The 
experimentation happens in Ubuntu 22.04.2 LTS with 
the Intel core processor i7 CPU@2.90GHzx16. We use 
the latest network simulator with 3.37 version to run the 
experimentation framework for WSN.

In order to transmit the data to the destination node, a 
network configuration consisting of 100 sensor nodes is 
shown in Fig. 12.

However, in our proposed algorithm, the primary pur-
pose is to handle the dynamic nature of emergent situ-
ations and solve energy consumption in WSN. The sole 
purpose of using context-awareness is to tackle unpre-
dictable situations in the environment where sensor 
nodes can learn from the environment and enhance the 
system intelligence more effectively.

6.1 � Definition 1: Acquisition of context
Whenever sensor nodes collect information regard-
ing the context it checks the rules for it where KBi is a 
place where the rules are created into the Belief system 
of nodei = β i , regarding a context = φ mentioned in the 
Eq. below:

(1)β iǫKnowledge base.

where,

By using context acquisition, we deal with the energy 
consumption issue in WSN for emergent situations. 
For instance, at the time of context acquisition, we 
get the knowledge of node energy, which effects node 
depletion.

Likewise, we get the knowledge of signal strength in 
context acquisition, which affects the system or network 
lifetime.

6.2 � Definition 2: Interpret the data
In that case, we find the emergent situation regarding the 
border formalism likewise, where the sensor node energy 

(2)β iǫ

NodeE = Node Energy
Interference = Traffic of nodes
dislink = distance
channelfreq = Channel frequency
tx = transmission power
EmergentP = P1,2,..n
packetsize = packet size.

(3)
{

NodeE ∝ 1/Nodedepl .

(4)
{

Ptx ∝ 1/NLT .

Fig. 6  Notification generation react
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is also checked before sending the data in order to avoid 
compromised situations which can directly have an affect 
in data transmission.

In addition, we choose the link cautiously to send 
the data from one point to other. Let us suppose if we 
choose a busy link to transmit the data in that case, 
a data collision can occur; therefore, to avoid data 

(5)
{

Lrate ∝ 1/Datatransmission.

collisions, the system gets aware from the network situ-
ation before sending the data.

where,

(6)γ i
(

θ

(

αi
))

.

(7)γ iǫ







Energy optimzation
Link optimzation
Power optimzation.

Fig. 7  Received notification in the IFTTT application Fig. 8  Received notification in the notification panel
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6.3 � Definition 3: Optimal solution
The optimal solution for energy-aware routing situa-
tions in emergent situations is to avoid energy deple-
tion constraints. To do so, each sensor node gets 
broadcast before the sensor node is dead to avoid data 
collision, data latency, and network failure which indi-
rectly affects the network longevity.

For energy consumption, the network metric we use 
are as follows:

by which,

(8)Ls ∝







Lrate ∝ 1/Datatransmission

Ptx ∝ 1/NLT
NodeE ∝ 1/Nodedepl .

(9)Eres(Rk) = Einit(Rk)− Econs(Rk).

The end-to-end (E2E) delay is influenced by trans-
mission and receiving delays, along with propagation 
delay. Notably, dislink, ratedata, tx, and packetsize 
are crucial factors affecting the average delay time. 
To optimize energy consumption, enhance network 
lifetime, and improve E2E delay, we employ context-
awareness. This involves adapting the transmission 
power with respect to the distance, allowing for effi-
cient management of resources, aligning with the 
principles discussed in reference A, which emphasizes 
the significance of leveraging machine learning and 

(10)Econs(nodei) ∝
�



























Channelacoustic =
Accoustic channel noise
dislink = distance
ratedata = data rate
tx = transmission power
packetsize = packet size.

Fig. 9  ThingSpeak connection with Twilio for SMS generation
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artificial intelligence in smart energy management 
[13].

6.4 � Findings
6.4.1 � Energy optimization
The Energy Percent Dataset illustrates the energy 
efficiency of four wireless sensor network techniques 
(E-FEERP, GTEB, HHO-UCRA, EEIMWSN) over 
20 data points, each sending 1000 packets. E-FEERP 
consistently maintains high energy levels (93 to 98%), 
demonstrating its efficiency. This aligns with the find-
ings in reference D, where energy-efficient UAV flight 
path models significantly contribute to optimizing 
WSN operations [14]. GTEB exhibits stable energy 
percentages (87 to 91%), while HHO-UCRA maintains 
reliable energy efficiency (91 to 94%), and EEIMWSN 
showcases impressive energy utilization (93 to 97%). 
These results emphasize the effective management of 
energy consumption by each technique, as depicted 
in Fig.  13a. The diverse energy efficiency character-
istics of each technique are further highlighted by 
Balouch et  al. (2022), who explore optimal schedul-
ing of demand-side load management in smart grids, 

suggesting a parallel in the importance of strategic 
energy use [21].

The Energy Consumption Dataset provides insights 
into the energy utilization of four wireless sensor net-
work techniques (E-FEERP, GTEB, HHO-UCRA, 
EEIMWSN) measured in joules over 20 data points. 
E-FEERP consistently demonstrates moderate energy 
consumption, ranging from 122 J to 130 J, mirroring 
strategies in smart building management for energy 
efficiency as discussed in [13]. GTEB exhibits varying 
energy consumption values from 120 J to 160 J, while 
HHO-UCRA maintains a relatively stable energy con-
sumption profile, fluctuating between 140 J and 160 J. 
EEIMWSN showcases efficient energy consumption, 
with values ranging from 100 J to 112 J. These find-
ings, reflecting the application of context-aware adjust-
ments for energy optimization, are in line with the 
innovative approach of integrating distributed energy 
resources for optimal energy scheduling, as outlined 
by Sharma et  al. (2022), providing a new perspec-
tive on managing energy in smart grids and WSNs 
alike [22]. Such insights into the joule measurements 
of energy consumption highlight the diverse energy 

Fig. 10  SMS generation ThingSpeak react



Page 12 of 15Saleem et al. EURASIP Journal on Information Security          (2024) 2024:9 

efficiency characteristics of each technique, as depicted 
in Fig.  13b, underscoring the broader implications of 
energy management in the evolving landscape of wire-
less sensor networks [23–25].

6.4.2 � Latency
The dataset comprises latency measurements for four 
wireless sensor network techniques-E-FEERP, GTEB, 

HHO-UCRA, and EEIMWSN-within a fixed transmis-
sion range of 5000 m. The latency values, recorded 
over 30 data points, exhibit distinctive ranges for each 
technique. E-FEERP demonstrates latency ranging 
from 3.0 to 4.0 s, GTEB exhibits values between 4.0 
and 4.5 s, HHO-UCRA displays a range of 3.0 to 5.0 
s, and EEIMWSN showcases latency between 2.0 and 
3.0 s. These values represent the time taken for data 
transmission in a single-hop wireless sensor network 
scenario, providing insights into the performance 
characteristics of the specified techniques under 
the given conditions as shown in Fig.  13g and for the 
multi-hop latency dataset presents 20 data points for 
E-FEERP, GTEB, HHO-UCRA, and EEIMWSN tech-
niques. E-FEERP exhibits a latency range of 2.7 to 2.9 
s, GTEB ranges from 3.6 to 4.2 s, HHO-UCRA spans 
3.4 to 3.9 s, and EEIMWSN shows multi-hop latency 
between 1.7 and 1.9 s Fig. 13h.

6.4.3 � PDR
The Packet Delivery Ratio (PDR) dataset reveals the 
consistent performance of four wireless sensor network 
techniques (E-FEERP, GTEB, HHO-UCRA, EEIM-
WSN) across 20 data points, maintaining a transmis-
sion range of 5000 m. E-FEERP achieves PDR values 
between 89.5 and 92.3%, highlighting its reliability. 
GTEB exhibits stable performance with PDR values 
ranging from 87.3 to 90.3%. HHO-UCRA demonstrates 
reliable packet delivery, fluctuating between 88.7 and 
92.7%. EEIMWSN consistently performs well, with 
PDR values varying between 90.5 and 94.4%. These 
results emphasize the effectiveness of these techniques 
in maintaining successful packet delivery within the 
specified transmission range, as illustrated in Fig. 13c. 
Additionally, the Packet Received Data illustrates the 
efficiency of each technique in receiving transmit-
ted packets, with E-FEERP, GTEB, HHO-UCRA, and 
EEIMWSN consistently demonstrating reliable recep-
tion performance, as shown in Fig. 13d.

6.4.4 � Network lifetime
The result presents observations on network lifetime 
for E-FEERP, GTEB, HHO-UCRA, and EEIMWSN over 
five time points. E-FEERP shows a consistent increase, 
indicating improved network lifetime. GTEB and HHO-
UCRA show changes that go up and down, indicating 
that their performance varies. On the other hand, EEIM-
WSN consistently goes down, which suggests a potential 
decrease in its performance

E-FEERP improves consistently from 2550 s. GTEB 
and HHO-UCRA fluctuate at 3100 and 3600 s, indicating 

Fig. 11  Received SMS
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variable performance. EEIMWSN starts at 4120 s, sug-
gesting a potential decline in network lifetime as shown 
in Fig.  13f. In addition, E-FEERP consistently improves, 
starting at 910 round and reaching 925 rounds. GTEB 
and HHO-UCRA show fluctuations in network lifetime, 
with GTEB varying between 880 and 910, and HHO-
UCRA fluctuating between 900 and 940. EEIMWSN, 
however, exhibits a declining trend, starting at 1250 to 
1275 in rounds as shown in Fig. 13e.

7 � Conclusion
In conclusion, this research presents a comprehen-
sive approach to address critical challenges in wire-
less sensor network communication, particularly in 
the context of military security applications. The pro-
posed multi-agent context-aware model, utilizing the 
belief-desire-intention (BDI) reasoning mechanism, 
demonstrates a sophisticated and intelligent system 
for monitoring suspicious activities within prohibited 
zones, leading to timely alert generation. The accom-
panying BDI intelligent multi-level data transmission 
routing algorithm contributes significantly to opti-
mizing energy consumption constraints and fostering 
energy-awareness among network nodes.

The energy optimization analysis, based on the Energy 
Percent Dataset, highlights the remarkable efficiency 

of four wireless sensor network techniques (E-FEERP, 
GTEB, HHO-UCRA, EEIMWSN) in maintaining con-
sistently high energy levels. Notably, E-FEERP stands 
out with superior energy efficiency, ranging from 93 to 
98%, showcasing its effectiveness in managing energy 
resources. The Energy Consumption Dataset provides 
a nuanced understanding of the joule measurements, 
revealing diverse energy efficiency characteristics across 
the analyzed techniques.

Latency measurements, crucial for assessing real-
time performance, demonstrate E-FEERP’s ability to 
maintain low latency values ranging from 3.0 to 4.0 s 
within a fixed transmission range of 5000 m. The multi-
hop latency values further emphasize its efficiency, 
ranging from 2.7 to 2.9 s.

The Packet Delivery Ratio (PDR) dataset underscores 
the consistent performance of the analyzed techniques 
in achieving successful packet delivery within the 
specified transmission range. E-FEERP, in particular, 
showcases reliability with PDR values ranging between 
89.5 and 92.3%. The Packet Received Data reinforces 
the efficiency of each technique in reliably receiving 
transmitted packets. Collectively, the proposed model 
and algorithms contribute significantly to advancing 
the capabilities of wireless sensor networks in military 
security applications, addressing energy consumption, 

Fig. 12  WSN in an environment
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latency, and network reliability challenges. Further-
more, the network lifetime results reveal continuous 
improvement in E-FEERP, progressing from 2550 s 
to round 925. GTEB and HHO-UCRA demonstrate 
fluctuations around 3100 and 3600 s, suggesting vari-
able performance. In contrast, EEIMWSN consistently 
enhances its performance, transitioning from round 
1250 to 4500 s.
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