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Abstract

Reliable and non-intrusive user identification and authentication on mobile devices, such as smartphones, are topical
tasks today. The majority of state-of-the-art solutions in this domain are based on “device unlock”scenario—checking
of information (authentication factors) provided by the user for unlocking a smartphone. As such factors, we may use
either single strong authentication factor, for example, password or PIN, or several “weaker” factors, such as tokens,
biometrics, or geolocation data. However, these solutions require additional actions from a user, for example, pass-
word typing or taking a fingerprint, that may be inappropriate for on-the-fly authentication. In addition, biometric-
based user authentication systems tend to be prone to presentation attack (spoofing) and typically perform well in
fixed positions only, such as still standing or sitting.

We propose BehaviorlD solution that is passwordless (transparent) user-adaptive context-dependent authentication
method. The feature of BehaviorlD is usage of new “device lock” scenario—smartphone is stayed unlocked and can be
fast locked if non-owner’s actions are detected. This is achieved by tracking of user’s behavior with embedded sensors
after triggering events, such as actions in banking apps, e-mails, and social services. The advanced adaptive recurrent
neural network (A-RNN) is used for accurate estimation and adaptation of behavioral patterns to a new usage context.
Thus, proposed BehaviorlD solution allows reliable user authentication in various usage contexts by preserving low
battery consumption.

Performance evaluation of both state-of-the-art and proposed solutions in various usage contexts proved the
effectiveness of BehaviorlD in real situations. Proposed solution allows reducing error levels up to three times in
comparison with modern Abuhamad'’s solutions (Abuhamad et al,, IEEE Internet Things J 7(6):5008-5020, 2020) (about
0.3% false acceptance rate (FAR) and 1.3% false rejection rate (FRR)) by preserving high robustness to spoofing attack
(2.5% spoof acceptance rate (SAR)). In addition, BehaviorlD showed low drift of error level in case of long-term usage
in contrast to modern solutions. This makes the proposed BehaviorlD solution an attractive candidate for next-genera-
tion behavior-based user authentication systems on mobile devices.
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1 Introduction

Mobile devices become pervasive in business processes,
including corporate systems, e-mails, social networks,
and banking. It results in wealth of on-device stored sen-
sitive information such as user’s credentials, payments,
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Modern ACS is based on checking of something that
a user knows (a password or a passphrase), possesses (a
token), or is (biometrics and behavioral templates) [2, 3].
The first and second factors provide strong authentica-
tion at the cost of usability, namely necessity of a pass-
word typing or carrying an additional equipment (token)
with a smartphone. On the other hand, biometric-based
authentication solutions allows improving usability by
preserving low error rate. Nevertheless, these solutions
are vulnerable to presentation attack, namely spoofing of
biometric data attackers [3, 4].

Promising approach is provided by modern behavior-
based authentication technologies. Typically, they are
based on biometric data capturing and extracting user-
specific behavioral patterns needed for the analysis of
several modalities during user interactions with mobile
devices [5-7]. However, the performance of these sys-
tems significantly depends on the context, namely user’s
activity (motionless, walking, running) and application
in use [8]. Thus, spoofing-proof transparent user-friendly
methods for user authentication are needed.

The contribution of the paper is summarized as follows:

+ We propose the BehaviorID method for transparent
context-dependent behavior-based user authentica-
tion on mobile devices. BehaviorID is based on track-
ing and updating user behavioral templates for vari-
ous context using device’s embedded sensors. Also,
the proposed method allows for fast adaptation of
behavioral templates to work with new (previously
unseen) usage contexts.

+ The BehaviorID method has been benchmarked with
keystroke dynamics modality in three cases: typ-
ing fixed text in fixed context, typing arbitrary text
in fixed context, and typing arbitrary text in varying
context. According to the obtained results, the pro-
posed method preserves low error rate for all consid-
ered use cases (about 0.3% FAR, 1.3% FRR, and 2.5%
SAR).

« It was shown that the proposed method outper-
formed the modern Abuhamad et al. method [9]
in the most difficult case of long-term tracking of
behavioral pattern (about 2.1% FAR and 3.9% FRR).
The obtained results proved that BehaviorID solu-
tion is suitable for on-device sensitive data process-
ing (class 3, strong biometric tier) for Android tiered
authentication model (ATAM) (about 5% for fixed
usage context).

+ The fast detection of non-owner usage of a mobile
device (within 0.5 — 1.0 s for Samsung Galaxy S21
smartphone) with low error level makes the pro-
posed method an attractive candidate for transparent
user authentication on next-generation smartphones
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The rest of this paper is organized as follows. Notations
are presented in Section 2. Section 3 gives an overview
of the modern ACS systems for mobile devices. In Sec-
tion 4, we introduce a user-adaptive multimodal context-
dependent behavior-based authentication method and
compare it with the state-of-the-art solutions. The results
of performance and accuracy evaluation are in Section 5.
Section 6 concludes the paper.

2 Preliminaries

High-dimensional arrays, matrices, and vectors are
denoted in boldface. Their individual elements are
denoted by the corresponding lower-case letters in italic.
The calligraphic font is reserved for sets. If nothing addi-
tionally specified, we suppose that an element x from a
set X is sampled according to a uniform distribution.

3 Related works

Modern ACS provide wide range of authentication
options, while revealing a number of risks for users and
infrastructure providers. The most important risks are
identity theft and eavesdropping, phishing, inadequate
device’s resource usage, personal and corporate data
blending, vulnerability of biometric-based ACS to spoof-
ing, and usage context shift [1, 10].

Modern multifactor authentication and access control
solutions, such as RSA SecurID [11], NuData Security
[12], Touch ID and Face ID [13], and SecureAuth [14],
address these challenges. The diagram of used authenti-
cation factors for these solutions is presented in Fig. 1.

The RSA SecurID and Amazon GuardDuty [15] are
comprehensive solutions that rely on knowledge and
possession-based authentication factors (Fig. 1). The
SecureAuth system includes biometric-based factors
for improving robustness of ACS to password leakages.
Full biometric-based ACS solutions for mobile devices
are TouchID and FaceID of Apple Inc. Unfortunately,
these solutions are vulnerable to spoofing attacks that
limits their usage for sensitive information processing.
In addition, TouchID and FacelD solutions need addi-
tional actions from users, such as fingerprint check dur-
ing launching of banking application, that may negatively
impact user experience.

A variety of behavior-based authentication systems
were proposed for smartphones in the last years, such
as MasterCard NuData [12], TwoSense.Al [16], BioSig-
ID [17], OneSpan [18], and Zighra [19]. These solutions
can be compared by the types of used behavioral features,
abilities of tracking/update person’s behavioral profile,
and engaged device sensors (Table 1).

The all-in-one ACS solutions, such as MasterCard
NuData, TwoSense.Al, and OpenSpan, use location-
based features for counteracting spoofing attack based
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Fig. 1 Landscape of authentication solutions for mobile devices. Despite high usability, the domain of context-dependent behavior-based
authentication (marked with dashed red line) does not attract much attention yet

Table 1 Comparison of state-of-the-art commercial solutions in the domain of behavior-based user authentication on mobile devices

Solution MasterCard NuData TwoSense.Al BioSig-ID OneSpan Zighra
Authentication method  Behavior-based Continuous and multi- Multifactor Multifactor Continuous and multi-
factor factor
Used sensors Motion sensor, touch- Motion sensor, touch- Touchscreen Motion sensor, Motion sensor, touch-
screen, GPS, wireless screen, front-facing touchscreen, screen
adapters camera, GPS front-facing
camera
On-device solution No No No Yes Yes
Behavioral profile’s No No No No No

update
Used modalities

Apps usage, geoloca-
tion, keystroke dynamics,
device tilts, wireless

Touchscreen, apps usage,
keystroke dynamics,
geolocation, gaits

PIN or password, ges-
tures on touchscreen

Apps usage, key-
stroke dynamics,
wireless connec-

Apps usage, keystroke
dynamics, wireless con-
nections

connections
Transparent (password-  Yes Yes
less) authentication
Context-adaptive No No

tions
No Yes Yes
No Yes No

on user device cloning (Table 1). Nevertheless, analysis
of the user’s location may raise privacy concerns. Also,
these solutions require connection to external databases
with user profiles that may be inappropriate for offline
use cases.

The modern solutions for continuous multifactor user
authentication, such as OneSpan and Zighra (Table 1),
rely on detection of unusual usage patterns. However,
these solutions provide limited opportunities to track
behavioral profile’s alterations caused by the user’s habit
changes. Thus, users may be required for regular update
of their profiles that may be inconvenient.

The promising way to improve the accuracy of ACS
system is analysis of the contextual information, namely
applications usage and user’s physical activity [20] (Fig. 1).
The data retrieved from context-aware sources is more
difficult for the attacker to manipulate which decreases
the effectiveness of spoofing attack. Examples of context-
aware ACS solutions are SecuredTouch (acquired by Ping
Identity [21]), Samsung HYPR [22], NuData Security, and
TwoSense.Al [16] (Fig. 1). These systems are continu-
ously tracking both behavior-related features and con-
textual information, such as user location during use of
banking apps. Despite the high authentication accuracy



Progonov et al. EURASIP Journal on Information Security (2022) 2022:6

and robustness to spoofing, these solutions may be inap-
propriate for private users due to privacy violation con-
cerns and high consumption of computation and battery
resources [23, 24].

Therefore, a transparent on-device privacy-preserv-
ing user authentication solution is needed. This paper is
devoted to fill this gap by development of a user-adaptive
multimodal context-dependent behavior-based authenti-
cation method.

4 Proposed technology

To provide on-device context-dependent behavior-based
authentication, we propose the BehaviorID solution. The
flowchart of the user’s features processing with proposed
method is presented in Fig. 2.

The user authentication with the BehaviorID method
starts from a triggering event, such as launch a prede-
fined application (Fig. 2). Then, signals from the device’s
embedded sensors are being gathered until finalization
trigger event, for instance, start typing in a launched
application. The collected signals are preprocessed with
dynamic time warping (DTW) algorithm to compensate
the time shift between them [25].

At the second step, context recognition is performed
using preprocessed signals. The recognition model is
based on convolutional neural network (CNN) for fea-
ture extraction from inputted signals. Also, the prepared
signals are combined into modalities to be processed. For
instance, touchscreen keyboard timing and touch loca-
tions are transformed into type patterns.
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At the third step, each modality is processed with
advanced A-RNN model [26]. The feature of the network
is usage of mixture layer to improve performance in case
of processing sequences with multiple patterns, e.g., mix-
ture of output signals from embedded sensors. The out-
put of context recognition model is used as an external
parameter for mixture layers of A-RNN to compensate
possible alterations of of user behavioral profile.

Finally, the outputs of each A-RNN related to individ-
ual modality are processed with decision-making module
(Fig. 2). In case of positive decision (user is authenti-
cated), the user is notified about the success authentica-
tion, and the extracted features are used to update the
A-RNN parameters. Otherwise, negative decision is
reported (user is not recognized).

Applying of mixture layer for A-RNN allows track-
ing multiple patterns by preserving fixed computation
complexity that is important for on-device usage [26].
In addition, update of A-RNN parameters taking into
account the usage context allows compensating user
behavioral profile alterations caused by user’s habits
changes. Let us describe this part of the proposed solu-
tion in more details. Description of A-RNN features is
presented in Section 4.1. Modalities that were used are
described in Section 4.2.

4.1 Adaptive recurrent neural network

Today, one of the most popular approach for solv-
ing sequence modeling tasks is based on usage of long
short-term memory (LSTM) and gated recurrent unit
(GRU) networks [27]. The LSTM network is based on
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utilizing memory cells and a gating mechanism to con-
trol information flow. The GRU networks use simplified
memory cells with a single update gate that controls
forgetting and updating factors simultaneously.

Some advanced mechanisms appeared during the last
years to extend LSTM and GRU functionality [27]. The
first one is attention mechanism based on the estima-
tion of the similarity between encoded source sentence
and output words. The mechanism is particularly use-
ful in machine translation, image captioning, and rating
prediction tasks. Another mechanism is memory-aug-
mented networks that use an external memory for each
sequence. These networks aim to memorize the recent
useful samples and compare them with the current ones
within the input sequence. This approach is frequently
used in meta and one-shot learning tasks. Nevertheless,
these mechanisms are aimed at tracking a single tem-
plate in inputted sequence [27]. This limits the usage of
such methods in applications related to behavior analy-
sis, where several patterns may present in gathered data
at the same time.

Recently, the A-RNN was proposed by Zhao et al. [26]
for modeling and memorizing multiple patterns in
training sequences. This is achieved by applying a mix-
ture layer to improve the performance of a single recur-
rent neural networks (RNN). Therefore, the mixture
layer makes possible storage for the set of patterns in
contrast to mixture of expert models, where the output
is controlled by a sparse gating function [26]. The struc-
ture of mixture layer augmented A-RNN is illustrated
in Fig. 3 [26].

The mixture layer is based on the usage of a matrix
M e R"*" that contains n prototypes (patterns) from
the training sequences, while each pattern has m ele-
ments (samples). Then, the hidden state h;_; for RNN

v v v
M, M,,| mixture layer
lookup
p(hl—l7M)
> RNN >
h;_, h,

th

Fig. 3 Architecture of mixture layer in adaptive recurrent neural
network. Here, My, . . ., M,, denote the patterns extracted from the
training sequences
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is able to represent the sub-sequence (xy, ..., x;—1) from
an input sequence (x1,X2, .. .), X; € R (Fig. 3).

The similarity s; between h;_; and extracted patterns
(columns of the matrix M;, i € [1; n]) is used to produce
a weight vector w = (wy, ..., w,) for scaling (amplifying
or attenuating) each pattern [26]:

exp(s;)

wi = 72; exp(sj)’l € [1; n].

Consequently, the task of estimation probability of cur-
rent state p(h;_1, M) can be formulated as [26]:

pthi_1,M) = zi:WiMi' (1)

Therefore, the hidden states in A-RNN are updated in the
following way [26]:

ht =g(ht—1yxt,P(ht—1,M)); (2)

where hy, h;_; are the hidden states of current cell on ¢
and (¢ — 1) time steps correspondingly, x; is the input
vector on ¢ time step, and g(-) is the activation function
for RNN cell.

As an example of A-RNN, we used LSTM network
augmented by mixture layer. Since the retrieved result
of looking up matrix in mixture layer (1) is added to all
gates and cells of LSTM, the forget gate f; and the input
gate i; can be represented as [26]:

fr = o (Wylhe—1,x, p(he—1, M)] + by),
iy = o (Wilhs—1,x, p(h;—1, M)] + by),

where o (-) is the sigmoid function, and W,b are the
weighting matrix and bias vector, respectively, for forget
(W, by), input (W;, b;), and output (W,, b,) gates. In the
same way, the weighting matrix and bias vector for mem-
ory cell are defined as W, and b, respectively. Then, the
memory cell ¢; can be updated as [26]:

ét = tanh(wc[htflr X,P(htfl,M)] + bc),

Ct =ft O Ct—1 +it06t.

where o is the concatenation operator for multidimen-
sional vectors, and ¢; is the updated state of memory cell.
Consequently, the output gate o, and the cell's hidden
state h; (2) become:

o = o (Wylh—1,x, p(hy—1, M)] + by),
h; = o; o tanh(cy).

Correction of extracted patterns (columns of matrix M)
is done after decision-making (Fig. 2). Note that A-RNN
for proposed solution consists of several augmented
LSTM networks pretrained for different usage contexts.
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4.2 Modalities for user authentication

Ensuring low error rate for ACS requires combining sev-
eral modalities, such as PIN input, pick-up [28], gripping
[29], and touchscreen utilization [30]. However, mod-
ern authentication solutions are based on taking these
modalities in predefined usage contexts, only for example
during typing, that requires usage of ensemble models
for data processing. The A-RNN provides ability to track-
ing of several behavioral patterns at the same time. Thus,
we propose to combine the following modalities during
user authentication with BehaviorID method to provide
flexible trade-off between authentication accuracy and
usability:

1 Type pattern based on touchscreen keyboard timing
and touches locations:

1. Keyboard hit-map
2. Distance between touches and buttons centers

2 Swipe pattern on touchscreen
3 Device small motions estimated with motion sensor:

1. Tilt of device
2. Small motions during text typing or swiping on
touchscreen

4 Behavioral profiling based on app usage patterns

5 Eyes tracking during app usage estimated by using
device’s front-facing camera

6 Mobile grip pattern detected by utilizing touchscreen
and gyroscope

Effective countermeasures against spoofing attack during
user authentication requires using additional factors [3].
BehaviorID allows “strengthening” of widespread authen-
tication methods by the usage of several modalities, for
example:

1 Password-based  authentication—user’s  behavior
parameters are analyzed during typing, namely key-
stroke dynamics, device small motion, and keyboard
hit map. If user behavior differs from saved profile,
the device will remain locked regardless of the cor-
rectness of the entered password.

2 Secure keyboard—the proposed method can be used
for touchscreen keyboard strengthening while work-
ing in messengers, social networks, etc. In case of
failure of the BehaviorID authentication, a message
will not be sent and the system will ask for additional
authentication.

3 Strengthening of biometric-based authentication—
BehaviorID can be used for increasing the robustness
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of biometric-based authentication to spoofing. This
is achieved by analyzing the device’s small motions
during authentication. Thus, a device remains locked
even for spoofed biometric authentication, for exam-
ple, facial recognition, if motion patterns differ from
a known one or even absent.

4 Users transparent authentication—the method
checks of user authenticity at the background (with-
out making of authentication request) after launch-
ing of predefined applications, for example, banking
app. If the difference between gathered behavioral
data, such as swipe patterns, touchscreen hit map,
user’s sight tracking, and a reference profile, is above
a threshold, the device is locked in short time.

Rich functionality of the proposed BehaviorID method
makes it an attractive solution for transparent multifac-
tor on-device user authentication. However, performance
evaluation of BehaviorID in real cases requires additional
investigation. Therefore, of special interest is the perfor-
mance evaluation of modern and proposed methods.

5 Experiments

Performance evaluation of the state-of-the-art and pro-
posed BehaviorID solutions was performed for both
single modal and multimodal user authentication. The
following use cases were considered:

1 Estimation of SAR is performed to check the con-
formity of BehaviorID performance with require-
ments of ATAM ([3] for processing sensitive data on
mobile and wearable devices.

2 Keystroke dynamics-based authentication in vari-
ous context corresponds to the case of “strengthen-
ing” of user authentication by single modality (e.g.,
password-based authentication) in several usage con-
texts.

3 Multimodal authentication by changing usage con-
text allows evaluating the solution robustness to
changes of person’s behavioral templates, for exam-
ple, start walking after still standing.

4 Long-term tracking of behavioral pattern alterations
corresponds to the case of changing of user’s behav-
ior over long-term usage of ACS system.

Performance analysis of the BehaviorID method was
done using PC- and Android-based prototypes. The PC-
based prototype includes the implementation of A-RNN
module with the TensorFlow package and its tuning of
predefined datasets. Then, pretrained model was trans-
ferred to Samsung Galaxy S21 smartphone with Ten-
sorFlow Lite converter. The smartphone operated under
Android 11 OS.
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Usage context recognition for Android demo was per-
formed with usage of human activity recognition (HAR)
module. The module allows detecting the following phys-
ical activities—users are laying down, sitting, still stand-
ing, and walking. The HAR module uses CNN proposed
by Gholamrezaii et al. [31] for feature extraction from
signals gathered by motion sensor, namely accelerom-
eter and gyroscope. The network was trained on stand-
ard UCI HAR dataset [32] and fine tuned on modern
HARTH [33] and KU-HAR [34] datasets.

BehaviorID performance evaluation was done using a
set of public and in-house datasets of behavioral patterns
for mentioned modalities (Section 4.2) in various usage
contexts. The following datasets were used:

o The ExtraSensory dataset [35] includes measure-
ments of several sensors for 60 persons on smart-
phones and tablets made “in the wild” The data was
captured by motion sensor, geolocation, and mag-
netometer for 15 smartphone models (Android and
iOs).

o The MotionSense dataset [36] includes time series
generated by motion sensor of iPhone 6s smart-
phone. The device was kept in the participant’s front
pocket. The dataset includes the estimation for 24
participants performing 6 physical activities (15 tri-
als-per-activity in average).

o The SherLock dataset [37] is a huge dataset of long-
term tracking of smartphone sensors with a high
temporal resolution. The dataset offers explicit labels
that capture the activity of applications running on
the device. It contains about 10 billion data records
from 30 users collected over a period of 2 years and
an additional 20 users for 10 months (totally 50
users).

o The H-MOG dataset [38] includes the results of
large-scale user study to collect a wide range of
behavioral patterns related to touch dynamics, ges-
ture, and movement and orientation of the phone.
The data of 100 volunteers was collected during sit-
ting and walking.

o The UMDAA-02 dataset [39] consists of 141.14 GB
of smartphone sensor signals collected from 48 vol-
unteers on Nexus 5 devices over 2 months. The data
was gathered by frontal-facing camera, touchscreen,
motion sensor, magnetometer, light sensor, GPS,
Bluetooth, WiFi, proximity sensor, temperature sen-
sor, and pressure sensor. The data collection appli-
cation also stored the timing of the screen lock and
unlock events, start and end timestamps of calls,
foreground application, etc.

o The BB-MAS dataset [40] is collected by the
international research teams for the analysis of
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the behavioral biometrics, obtained from multi-
ple devices. Data from 117 subjects was collected
for typing fixed and free text, walking, and touch-
screen utilization on desktops, tablets, and smart-
phones.

+ Fixed-context dataset was collected by our team dur-
ing analysis of behavior-based authentication sys-
tems. The signals were gathered for 30 users (at least
5 authentication probes per user) during still stand-
ing. The users were requested to enter a 10-character
passwords by left, right, or both hands.

Usage of several datasets during performance analysis is
caused by the absence of a single “universal” dataset for
the evaluation of behavior-based authentication systems
for both short- and long-term changes of users behav-
ioral patterns. Thus, we divided the considered datasets
into two groups, namely with short-time (ExtraSen-
sory, MotionSense, and in-house databases) and long-
term (SherLock, H-MOG, and UMDAA-02 datasets)
estimations.

For comparison, we considered the following state-of-
the-art solutions for behavior-based user authentication
on smartphones:

» Abuhamad et al. method [9]—based on the utiliza-
tion of deep RNN, namely LSTM, for modeling tem-
porary dependencies between samples of behavioral
templates

+ Reichinger et al. [41]—based on unsupervised learn-
ing approach for gathered behavioral features with
usage of hidden Markov model

+ MMAuth method [42]—integrates the heteroge-
neous information of user identity from multiple
modalities with usage of developed time-extended
behavioral feature set and a deep learning based one-
class classifier

The performance analysis of modern and proposed
methods was done in several stages. At the first step, we
evaluate the conformity of the proposed BehaviorID to
the requirements of ATAM [3], namely FAR, FRR, and
SAR values. The SAR was estimated as the probability of
false acceptance of non-target user [3]. Analysis was per-
formed with standard ExtraSensory, MotionSense, and
in-house datasets. Both single and multifactor authen-
tication cases were considered with the usage of motion
sensor (accelerometer and gyroscope) as well as inter-
touch duration (ITD). The estimated values of FAR, FRR,
and SAR are presented in Table 2.

Note that the Abuhamad et al. method allows negligi-
bly decreasing the error level for the single modal case,
while preserving similar or even higher error values for
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Table 2 Estimated FAR, FRR, and SAR for single and multifactor authentication cases for fixed usage context (users are still sitting)
using state-of-the-art and proposed methods. The "Acc”and “Gyr” stand for accelerometer and gyroscope

In-house dataset

Motion-Sense ExtraSensory dataset

dataset
Acc Gyr Acc, Gyr Acc, Gyr, and ITD Acc, Gyr Acc, Gyr Acc, Gyr,
and ITD
Abuhamad et al. FAR 18.3% 34.1% 15.6% 4.0% 4.7% 3.2% 3.1%
FRR 14.1% 24.6% 13.8% 8.1% 9.5% 6.6% 4.2%
SAR 20.6% 45.8% 15.4% 5.1% 6.0% 3.2% 3.0%
Reichinger et al. FAR 17.5% 36.8% 15.6% 13.1% 4.9% 3.4% 2.9%
FRR 12.4% 26.7% 12.3% 8.2% 9.1% 5.3% 4.0%
SAR 18.3% 41.5% 16.8% 5.7% 6.8% 3.1% 2.8%
MMAuth FAR 19.4% 38.1% 15.0% 7.5% 5.0% 4.1% 3.0%
FRR 13.7% 25.1% 14.3% 7.6% 8.6% 5.5% 4.1%
SAR 17.1% 37.9% 16.1% 7.8% 5.3% 4.2% 2.9%
BehaviorlD FAR 16.0% 37.2% 13.1% 12.5% 3.5% 3.5% 2.5%
FRR 11.2% 24.8% 10.4% 6.9% 7.7% 4.4% 3.8%
SAR 15.6% 37.2% 12.5% 3.5% 4.8% 2.9% 2.5%

multimodal case in comparison with modern Reich-
inger et al. and MMAuth methods (Table 2). This can
be explained by better accuracy of modeling cross-sam-
ples dependencies for gathered signals by usage of deep
LSTM model in comparison with the hidden Markov
model for advanced methods.

Moving from single factor to multifactor authentica-
tion allows for decreasing SAR values from 37.2 to 2.9%
by preserving low FAR (about 2.5%) and FRR (near 8%)
values for the proposed method (Table 2). The obtained
results are close to state of the art in the domain of
behavior-based authentication [1, 20, 43]. Note that
the obtained SAR values for multifactor authentication
(SAR < 7%) corresponds to class 3 (strong) tier of ATAM
[3]. This makes the proposed solution an attractive candi-
date for use in security-sensitive scenarios.

On the second stage of performance analysis, evalu-
ation of error level in both fixed and various usage
contexts was done. The obtained metrics values are rep-
resented in Tables 3 and 4.

Note that there is a relatively high level of SAR
and FRR values in case of usage of a single sensor
(Table 3)—up to 22.1% SAR and 13.4% FRR for all sen-
sors. The usage of output signals for accelerometer and
gyroscope allows reducing up to two times SAR by pre-
serving the similar FRR values (Table 3). Merging of
signals for all considered sensors leads to considerable
decrease of error rates—up to 0.35% for SAR and 6.9%
for FRR.

The password-based authentication “in-the-wild” by
varying usage contexts and the password’s length was

considered on BB-MAS dataset (Table 4). The noticeable
decreasing of SAR and FRR values was obtained—up to
9% reducing of SAR and up to two times in comparison
with the fixed-context dataset. This can be explained by
huge size of BB-MAS dataset [40] in comparison with in-
house dataset—3.5 million keystroke events, 57.1 million
data points for motion sensor, and 1.7 million data points
for swipes. The usage of much bigger amount of samples
for BB-MAS dataset allows considerably improving the
detection accuracy of both HAR module and A-RNN
networks.

The next stage of performance analysis is aimed at the
evaluation of considered solutions for the case of mul-
timodal authentication in several usage contexts. The
H-MOG and UMDAA-02 datasets were used for the
estimation of FAR and FRR in this case. The keystroke
dynamics, device fine motions, swipe patterns, applica-
tions profiling, and gaze tracking were used as authen-
tication factors. The estimated values of FAR and FRR
metrics for the state-of-the-art and proposed solutions
for case of changing usage context (from still sitting to
walking) are presented in Table 5.

State-of-the-art solutions and the proposed BehaviorID
methods achieve similar values of FAR and FRR by mul-
tifactor authentication during usage contexts changes
(UMDAA-02 dataset, Table 5). However, BehaviorID
allows for achieving smaller error rates (up to three times
in comparison with Abuhamad’s solutions) on H-MOG
dataset. In both cases, values of FAR and FRR are close
to the state-of-the-art results [1, 43] that prove the effec-
tiveness of the proposed solution in this case.
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Table 3 Estimated values of FAR, FRR, and SAR for password-based password’s length (fixed-context in-house dataset) with modern

and proposed methods

Modalities Single sensor Two sensors Multisensors
Sensors Accelerometer Gyroscope Touchscreen Accelerometer and Motion
gyroscope sensor and
touchscreen

Abuhamad et al. method

FAR 17.2% 32.8% 20.3% 15.8% 4.6%

FRR 12.4% 25.5% 15.1% 10.8% 7.6%

SAR 13.8% 38.2% 13.6% 13.2% 2.6%
Reichinger et al. method

FAR 18.1% 37.1% 19.8% 13.9% 12.4%

FRR 13.8% 27.9% 15.6% 12.1% 84%

SAR 16.8% 39.1% 14.2% 13.9% 34%
MMAuth method

FAR 19.1% 34.0% 17.6% 14.8% 7.7%

FRR 13.0% 26.3% 15.3% 11.4% 7.2%

SAR 16.4% 39.5% 14.9% 12.8% 1.5%
BehaviorlD method

FAR 14.5% 32.1% 17.2% 12.7% 11.9%

FRR 11.2% 24.8% 14.2% 10.4% 6.9%

SAR 15.9% 37.2% 13.1% 12.5% 04%

Table 4 Estimated values of FAR, FRR, and SAR during user authentication during free-text typing in various contexts (BB-MAS dataset)

with modern and proposed methods

Modalities Single sensor Two sensors Multisensors
Sensors Accelerometer Gyroscope Touchscreen Accelerometer and Motion
gyroscope sensor and
touchscreen

Abuhamad et al. method

FAR 14.2% 24.1% 10.8% 7.7% 3.4%

FRR 9.8% 18.1% 8.4% 6.0% 3.2%

SAR 11.9% 27.1% 9.1% 9.5% 2.6%
Reichinger et al. method

FAR 12.4% 23.2% 11.1% 8.2% 3.0%

FRR 9.4% 17.5% 8.2% 7.6% 2.8%

SAR 12.8% 26.0% 9.9% 9.1% 3.3%
MMAuth method

FAR 13.8% 24.5% 11.7% 8.0% 2.2%

FRR 10.1% 18.9% 8.7% 7.9% 3.0%

SAR 12.0% 27.5% 9.2% 9.4% 3.1%
BehaviorlD method

FAR 10.6% 22.8% 8.9% 5.4% 1.7%

FRR 7.2% 15.3% 6.8% 5.8% 2.1%

SAR 13.4% 25.7% 9.4% 9.6% 0.7%

At the last stage, the most difficult case of long-term
tracking of behavioral template was considered. The per-
formance analysis was done on SherLock dataset using

three modalities, namely keystroke dynamics, application
usage logs, and device’s fine motions. The estimated val-
ues of FAR and FRR metrics for modern and proposed
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Table 5 Estimated values of FAR and FRR during multifactor
authentication in various usage contexts
Metric Abuhamad Reichniger MMAuth  BehaviorlD
etal. method etal. method method method

H-MOG dataset

FAR 1.8% 0.9% 1.3% 0.3%

FRR  3.0% 1.5% 1.9% 1.3%
UMDAA-02 dataset

FAR 7.4% 6.8% 7.9% 7.0%

FRR 54% 4.1% 5.0% 3.5%

Table 6 Estimated values of FAR and FRR during multifactor
authentication for the case of long-term usage of a smartphone
(SherLock dataset)

Metric Abuhamad Reichniger = MMAuth method BehaviorlD
etal. etal. method
method method

FAR 9.4% 2.8% 6.6% 2.1%

FRR 12.7% 4.2% 11.9% 3.9%

solutions for the 3-week usage period are presented in
Table 6.

The state-of-the-art Abuhamad et al. solution has
shown a decreasing authentication accuracy up to 13%
for the considered case, while the proposed method
preserves low performance degradation (only about 4%,
Table 6). Thus, BehaviorID provides the same or even
better performance for short-term tracking of behavioral
templates and performs much better in long-term usage
scenarios.

6 Conclusion

Many solutions for biometric- and behavior-based
authentication and liveness detection on mobile devices
are presented on the market. Despite the widespread
integration, they tend to be vulnerable to presentation
attack (spoofing of biometric data). In addition, majority
of the modern solution are typically designed to operate
in fixed usage context, such as still positions, that nega-
tively impacts the user experience.

Major contribution of this paper is the proposed con-
text-dependent behavior-based BehaviorID method that
allows for accurate on-the-fly user authentication in vari-
ous usage contexts. The BehaviorID is based on apply-
ing advanced A-RNN model for simultaneously tracking
several behavioral templates in signals gathered from
built-in sensors. This makes possible fast adaptation of
behavioral templates to alterations caused by alterations
of user habits as well as changes in person’s physical state,
for example, injuries. Also, the A-RNN allows tracking of
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behavioral features by preserving low computation over-
head that makes it attractive for usage on resource-con-
strained mobile devices.

Performance analysis of the proposed methods showed
that BehaviorID allows outperforming the state-of-the-
art multifactor behavior-based authentication methods
even in the most difficult case of long-term tracking of
behavioral patterns (about 2.1% FAR and 3.9% FRR). Also,
the proposed method provides low error rate in various
usage context (about 0.5% FAR and 1.3% FRR) by preserv-
ing fast detection of non-owner user (within 0.5 —1.0 s
for Samsung Galaxy S21 smartphone). This makes the
proposed BehaviorID method a promising candidate
for the next-generation user authentication systems on
mobile and wearable devices.

Our future work will be devoted to investigating the
accuracy of behavioral template tracking for long-term
evaluation in real environment. Moreover, we will focus
on the adaptation of the proposed method for wearable
devices, such as smartwatches, by reducing the com-
putational overhead of behavioral template tracking
procedure.
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