

http://crossmark.crossref.org/dialog/?doi=10.1186/s13635-020-00106-x&domain=pdf
http://orcid.org/0000-0001-8537-5204
mailto: olga.taran@unige.ch
mailto: svolos@unige.ch
http://creativecommons.org/licenses/by/4.0/































Taran et al. EURASIP Journal on Information Security

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71

C. Xie, J.Wang, Z. Zhang, Z. Ren, A. Yuille, Mitigating adversarial effects
through randomization. arXiv preprint (2017). arXiv:1711.01991

E. Raff, J. Sylvester, S. Forsyth, M. McLean, in Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. Barrage of random
transforms for adversarially robust defense, (2019), pp. 6528-6537.
https://doi.org/10.1109/cvpr.2019.00669

X. Liu, M. Cheng, H. Zhang, C.-J. Hsieh, in Proceedings of the European
Conference on Computer Vision (ECCV). Towards robust neural networks via
random self-ensemble, (2018), pp. 369-385. https://doi.org/10.1007/978-
3-030-01234-2_23

Z.He, A.S.Rakin, D. Fan, in Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition. Parametric noise injection: trainable
randomness to improve deep neural network robustness against
adversarial attack, (2019), pp. 588-597. https://doi.org/10.1109/cvpr.2019.
00068

Z.You, J. Ye, K Li, Z. Xu, P. Wang, in 2019 IEEE International Conference on
Image Processing (ICIP). Adversarial noise layer: regularize neural network
by adding noise (IEEE, 2019), pp. 909-913. https://doi.org/10.1109/icip.
2019.8803055

C. Szegedy, W. Zaremba, I. Sutskever, J. Bruna, D. Erhan, I. Goodfellow, R.
Fergus, Intriguing properties of neural networks. arXiv preprint (2013).
arXiv:1312.6199

Y.Dong, F. Liao, T. Pang, H. Su, J. Zhu, X. Hu, J. Li, in Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. Boosting
adversarial attacks with momentum, (2018), pp. 9185-9193. https://doi.
org/10.1109/cvpr.2018.00957

F. Tramér, A. Kurakin, N. Papernot, I. Goodfellow, D. Boneh, P. McDaniel,
Ensemble adversarial training: attacks and defenses. arXiv preprint (2017).
arxiv:1705.07204

N. Papernot, P. McDaniel, S. Jha, M. Fredrikson, Z. B. Celik, A. Swami, in
Security and Privacy (EuroS&P), 2016 IEEE European Symposium On. The
limitations of deep learning in adversarial settings (IEEE, 2016),

pp. 372-387. https://doi.org/10.1109/eurosp.2016.36

S. M. Moosavi Dezfooli, A. Fawzi, P. Frossard, in Proceedings of 2016 IEEE
Conference on Computer Vision and Pattern Recognition (CVPR). Deepfool: a
simple and accurate method to fool deep neural networks, (2016).
https://doi.org/10.1109/cvpr.2016.282

S.-M. Moosavi-Dezfooli, A. Fawzi, O. Fawzi, P. Frossard, in Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition. Universal
adversarial perturbations, (2017), pp. 1765-1773

N. Carlini, D. Wagner, in 2017 IEEE Symposium on Security and Privacy (SP).
Towards evaluating the robustness of neural networks (IEEE, 2017),

pp. 39-57. https://doi.org/10.1109/5p.2017.49

N. Carlini, D. Wagner, in Proceedings of the 10th ACM Workshop on Artificial
Intelligence and Security. Adversarial examples are not easily detected:
bypassing ten detection methods (ACM, 2017), pp. 3-14. https://doi.org/
10.1145/3128572.3140444

W. He, J. Wei, X. Chen, N. Carlini, D. Song, Adversarial example defenses:
ensembles of weak defenses are not strong. arXiv preprint (2017).
arXiv:1706.04701

A. Athalye, N. Carlini, D. Wagner, ed. by J. Dy, A. Krause. Proceedings of the
35th International Conference on Machine Learning, Proceedings of
Machine Learning Research, vol. 80 (PMLR, Stockholmsmadssan,
Stockholm Sweden, 2018), pp. 274-283. http://proceedings.mlr.press/
v80/athalye18a.html

P-Y.Chen, H. Zhang, Y. Sharma, J. Yi, C-J. Hsieh, in Proceedings of the 10th
ACM Workshop on Artificial Intelligence and Security. Zoo: zeroth order
optimization based black-box attacks to deep neural networks without
training substitute models (ACM, 2017), pp. 15-26

J.Su, D. V. Vargas, K. Sakurai, One pixel attack for fooling deep neural
networks. I[EEE Trans. Evol. Comput. (2019). https://doi.org/10.1109/tevc.
2019.2890858

R. Storn, K. Price, Differential evolution-a simple and efficient heuristic for
global optimization over continuous spaces. J. Glob. Optim. 11(4),
341-359(1997)

K. Dabov, A. Foi, V. Katkovnik, K. Egiazarian, Image denoising by sparse 3-d
transform-domain collaborative filtering. IEEE Trans. Image Process. 16(8),
2080-2095 (2007)

P.Vincent, H. Larochelle, I. Lajoie, Y. Bengio, P.-A. Manzagol, Stacked
denoising autoencoders: learning useful representations in a deep
network with a local denoising criterion. J. Mach. Learn. Res. 11(Dec),
3371-3408 (2010)

(2020) 2020:10

72.

73.

74.

75.

76.

Page 18 of 18

Z.Chen, B. Tondi, X. Li, R. Ni, Y. Zhao, M. Barni, Secure detection of image
manipulation by means of random feature selection. CoRR.
abs/1802.00573 (2018)

Y. LeCun, C. Cortes, C. Burges, Mnist handwritten digit database. 2 (2010).
AT&T Labs [Online]. Available: http://yann.lecun.com/exdb/mnist

H. Xiao, K. Rasul, R. Vollgraf, Fashion-mnist: a novel image dataset for
benchmarking machine learning algorithms. arXiv preprint (2017).
arXiv:1708.07747

A. Krizhevsky, V. Nair, G. Hinton, The cifar-10 datase (2014). online: http://
www.cs.toronto.edu/kriz/cifar.html

K. Simonyan, A. Zisserman, Very deep convolutional networks for
large-scale image recognition. arXiv preprint (2014). arXiv:1409.1556

Publisher’s Note
Springer Nature remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

Submit your manuscript to a SpringerOpen®
journal and benefit from:

» Convenient online submission

» Rigorous peer review

» Open access: articles freely available online
» High visibility within the field

» Retaining the copyright to your article

Submit your next manuscript at » springeropen.com



https://doi.org/10.1109/cvpr.2019.00669
https://doi.org/10.1007/978-3-030-01234-2_23
https://doi.org/10.1007/978-3-030-01234-2_23
https://doi.org/10.1109/cvpr.2019.00068
https://doi.org/10.1109/cvpr.2019.00068
https://doi.org/10.1109/icip.2019.8803055
https://doi.org/10.1109/icip.2019.8803055
https://doi.org/10.1109/cvpr.2018.00957
https://doi.org/10.1109/cvpr.2018.00957
https://doi.org/10.1109/eurosp.2016.36
https://doi.org/10.1109/cvpr.2016.282
https://doi.org/10.1109/sp.2017.49
https://doi.org/10.1145/3128572.3140444
https://doi.org/10.1145/3128572.3140444
http://proceedings.mlr.press/v80/athalye18a.html
http://proceedings.mlr.press/v80/athalye18a.html
https://doi.org/10.1109/tevc.2019.2890858
https://doi.org/10.1109/tevc.2019.2890858
http://yann. lecun. com/exdb/mnist
http://www.cs.toronto.edu/kriz/cifar.html
http://www.cs.toronto.edu/kriz/cifar.html

