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Abstract

The Internet of Things (IoT) is designed to let anything connect to the Internet, and the things can be people, com-
puters, and things. On the IoT, the Wireless Sensor Network (WSN) plays an important role because it can be used in
many applications such as smart home, intelligent transportation, and intelligent disaster prevention. Since the WSN
transmits data in the wireless way, the security problem is a concerning issue in this field. On the WSN, an authentica-
tion and key-agreement scheme can let the sensors authenticate to each other and share a common key to encrypt
the data. Thus, it can be used to solve the security problem of WSNs. In this paper, | propose a new multi-gateway
authentication and key-agreement scheme on WSN for loT. The proposed scheme adopts a new multi-gateway struc-
ture, and thus it allows users and sensors to join in different areas of WSN dynamically. According to the performance
analysis, the execution time of the proposed scheme is only 24Th, where T, is the execution time of a one-way hash
function. In conclusion, the proposed scheme is more efficient than the related works on the WSN for loT applications.
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1 Introduction

The Internet was initially designed to connect differ-
ent computers, so that different computers could easily
communicate and share data with each other. As time
goes on, the Internet was developed to be the Internet
of Things (IoT) in recent years [1-4]. The IoT is designed
to connect different things, and the “thing” means any-
thing that can be embedded in a chip or sensor to let it
have networking or sensing capability. IoT lets anything
connect to the Internet, and thus it accomplishes com-
munications among people, computers, and things. There
are many applications for the IoT. For example: smart
homes, intelligent transportation systems, and smart grid
systems. Basically, the 10T architecture can be divided
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into three layers: a perception layer, a network layer,
and an application layer [5]. The three layers are briefly
described as follows.

1.1 Perception layer

The perception layer uses devices and sensors that can
detect, recognize, and communicate the collected sur-
rounding information such as the temperature, humidity,
and lights. And, current mobile communication devices
use various kinds of sensors, the devices used in the per-
ception layer can also include smart wearable devices
which can collect human body information. Therefore,
this layer can be seen as five sense organs in the human
neural network.

1.2 Network layer

The network layer acts like a bridge between perception
layer and application layer. It is responsible for transmit-
ting the information collected from the physical objects
through sensors. The transmission can be wired or
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wireless such as LoRa, ZigBee, or Bluetooth [5]. It also
takes the responsibility for connecting the smart things,
network devices and networks to each other. Therefore,
this layer can be seen as the peripheral nerves in the neu-
ral network.

1.3 Application layer

The application layer focuses on how to apply the infor-
mation collected from the perception and network layers.
It defines all applications that use IoT technology or in
which IoT has been deployed. The applications of IoT can
be smart homes, intelligent transportation, smart grid,
and smart healthcare, etc. It has the responsibility to pro-
vide the services for the different applications. Therefore,
this layer can be seen as the brain in the neural network.
And, the brain makes a response after organizing and
interpreting the messages from the above layers.

According to the above descriptions, the Wireless Sen-
sor Network (WSN) [6, 7] plays an important role in IoT
applications. Basically, the WSN is a group of sensors
deployed in different locations of an area. And, each sen-
sor gathers data and sends it to a central location (such as
a gateway or a base station) for data saving, viewing, or
analyzing. However, the WSN transmits data using wire-
less ways (such as RFID, ZigBee, and Bluetooth) [8, 9], so
the data can be easily gathered by attackers. To solve the
security problem, many authentication and key-agree-
ment schemes for the WSN have been proposed in recent
years [10—15]. These schemes provide identity authen-
tication among the sensors, users, and the gateway. In
addition, the key agreement provides the encryption/
decryption key used in the symmetric-key cryptosystem
[16]. In these schemes, the sensors collect the surround-
ing data and transmit it to a gateway. Then, the gateway
relays and analyzes the data between sensors and users.
Besides, the gateway can be seen as a manager of the
WSN, and it is responsible for the parameter settings and
identity authentication for the sensors and users.

To accomplish the above goals, Amin and Biswas [17]
proposed a secure light-weight scheme for user authenti-
cation and key agreement in multi-gateway WSN. In their
scheme, the user accesses the data through a local gateway
in the local WSN area. To access a foreign WSN in another
area, the user can ask the local gateway to communicate
with the foreign gateway to obtain the data. Amin and
Biswas’s scheme is a multi-gateway structure, and it can
allow the user to access the data through different WSNss.
Therefore, Amin and Biswas’s scheme is suitable for IoT
applications in a wide area such as smart cities. In 2021,
Kwon et al. [18] proposed a secure and lightweight mutual
authentication scheme for WSN. Kwon et al’s scheme pro-
vides the mutual authentication and key agreement among
the user, the gateway, and a sensor on WSN. Kwon et al.
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claimed that their scheme is securer and more efficient in
comparison with the related schemes.

However, we find that the above two schemes have
some problems in practice. In Amin and Biswas’s scheme,
the gateway does not authenticate the sensor’s identity
while a new sensor joins in the WSN. That is, an attacker
can easily deploy a malicious sensor to gather the data in
the WSN. This causes a serious security problem, while
the data is confidential in some IoT applications. In addi-
tion, Amin and Biswas’s scheme has heavy computation
and communication loads to accomplish the multi-gate-
way structure.

On the other hand, I also found that Kwon et al’s
scheme has the following disadvantages. First, the sensors
have to register at the gateway before they are deployed in
the WSN. And, the gateway needs to transmit the param-
eters to the sensors through a secure channel. Accord-
ing to the above description, the registration needs to be
finished before the sensors are deployed. And, it cannot
be done in the wireless network environment, which is
not a secure channel. In some applications, the sensors
need to be deployed in WSN dynamically. However,
Kwon et al’s scheme is not suitable for these applications
because the registration has to be previously performed
in a secure channel. Second, Kwon et al’s scheme is a sin-
gle gateway structure in WSN. Compared with Amin and
Biswas’s scheme, it can be applied for a few applications.
If we apply Kwon et al’s scheme to the multi-gateway
structure, then the user needs to register to a new gate-
way again while he wants to access to different WSNs.
Therefore, Kwon et al’s scheme is very inefficient for the
multi-gateway scenario. Third, Kwon et al. did not design
the steps for data transmissions on WSN after the mutual
authentication and key agreement had been done. There-
fore, their scheme is not a complete version of WSN.

To solve the above-mentioned problems of the related
works, I propose a multi-gateway authentication and key-
agreement scheme on WSN for IoT in this paper. The pro-
posed scheme has the following advantages and novelties.

Low computation loads: Compared with related
works [17-20], the proposed scheme has less compu-
tation and communication loads.

Flexibility: The proposed scheme allows users and
sensors to join in different WSN’s dynamically. After
registering at the system administer (a mainframe of
WSN) once, users can access data through gateways
from different WSNs without performing the regis-
tration again.

Completeness: Unlike Kwon et al’s scheme [18],
the proposed scheme provides two additional algo-
rithms for users to access the data from different
areas of WSN based on multi-gateway environ-
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ments. Therefore, the proposed scheme is more
complete than Kwon et al’s scheme for the WSN.
Power saving: Based upon the proposed perfor-
mance analysis, the computation and communi-
cation costs of the proposed scheme are less than
those of related works. Thus, the proposed scheme
can save the sensor’s electricity, and it is energy-effi-
cient for the WSN.

Multi-gateway structure: Unlike related works
[17-23], the proposed scheme is designed by a multi-
gateway structure. Thus, it can be applied to many
large-area WSN applications for IoT such as smart
cities or intelligent disaster prevention.

According to the above reasons, the proposed scheme
is more efficient and practical than the related works for
IoT applications.

2 Review of Kwon et al.s scheme

In this section, I review Kwon et al’s scheme [18] and point
out its flaws. Their scheme is divided into five phases:
the sensor node registration, user registration, login and
authentication, password update, and sensor node addi-
tion phases. The notations are shown in Table 1.

Table 1 The notations of Kwon et al’s scheme

U The user

S The sensor j

GW Gateway

ID; The identity of user i

PW, The password of user i

PID; The pseudo identity of user i

SID; The identity of sensor j

Kawn A long-term secret key of the gateway

KG A secret key between the gateway and sensor
R A random number generated by the participant /
N, A nonce generated by the participant /

SK The session key

h() A secure one-way hash function

1 The concatenation operation
@ The exclusive-or (XOR) operation

Sensor Node (S;)
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2.1 Sensor node registration phase

In this phase, a sensor node S; sends a registration request
to the gateway GW, and the GW computes secret param-
eters and sends them to the sensor node in a secure chan-
nel. Then, §; stores the parameters in its storage space.
The steps of this phase are described as follows Fig. 1.

Step 1. S; selects its identity SID; and generates a ran-
dom number R;. Then, S; sends SID; and h(SID/||R)) to
the GW through a secure channel.

Step 2. The GW computes KS;=h(h(SID||R))||kgwn)
and stores SID; and h(SID,||R)) in its database. Then,
the GW sends KS; to the S;.

Step 3. Finally, S; stores K§; in its memory.

2.2 User registration phase

Step 1. U; inputs ID; and PW; in the smart card. Then,
U, transmits ID; to the GW in a secure channel.

Step 2. GW generates two random numbers, x and R,.
Then, it computes HID;=h(ID||R,) and PID;=HID;
@ h(x||kgwn)- After that, GW stores PID; and x in its
database and sends {PID;, HID,, h(-) } to U,

Step 3. U, generates R; to compute APW;=h(PW||R)),
SR,=R, ® (ID,||PW,), SHID,=HID, & h(PW;||ID,]|
R), and V,=h(APW;||ID;||R,). Finally, U, stores SR,
SHID,, V,, PID;, and h(-) in the smart card Fig. 2.

2.3 Login and authentication phase

Step 1. U; inputs ID; and PW, into the smart
card. Then, the smart card computes R} = SK;
@ h(D||PW,), APW? = h(PW||R), and V} =
h(APW? ||ID,|| R}). After that, the smart card
checks if V" is equal to V. If they are equal, then
the smart card generates a random nonce N; and
computes HID,=SHID; & h(PW}||ID}||R), S;=SID;
® h(PID,|HID), M,=N, ® h(HID,||PID,), and
Vi=h(SID)|| PID,|| N;||HID)). Finally, U; sends {PID,
S, M,, Vijto GW.

Gateway (GW)

Selects SID i
Generates a random number R;

{SID;,h(SID}||R;)}

. {Ks;}
Stores {KS;} in the memory

Fig. 1 Sensor node registration phase [18]

kcwn is a master key of the gateway
Computes KS; = h(h(SIDj||IR;)||kcwn)
Stores {SID;, h(SID;||R;)} in the database
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User (U;)
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Gateway (GW)

Inputs ID;, a high entropy PW;

{IDI}

Generates a random number R;
Computes APW; = h(PW;||R;)
SR; = R; @ (ID;||PW;)
SHID; = HID; & h(PW;||IDj||R;)
Vi = h(APW;||IDj||R;)
Stores {SR;, SHID;, V;, PID;, h(.)}
in the smart card

Fig. 2 User registration phase [18]

Step 2. GW computes HID} = PID; @ h(x||kgyy), SID}
= S,® h(PID,|| HID}), N} = M, & h(HID} ||PID,), and
Vi = h(SID} ||PID/|| Ny || HID}). Then, GW checks
if V" is equal to V. If they are equal, then GW com-
putes KS;=h(h(SID/||R)||kgwn)» My=h(N,||HID;) &
WKS||PID;), M3=N; & h(h(N,||HID)||KS)), and V,
=h(PID;||SID;||h(N,||[HID,)||N;). At last, GW sends
{PID,, My, My, Vy}to S,

Step 3. S; computes /(N,| |HID) =M, @ h(KS,||PIDy),
Ny = M; & h(h(N,||HID) ||PID;), and Vi =
h(PID,||SID}||h(N,||HID)|| N7y). Then, §; checks if
V5 is equal to V,. If they are equal, then S; computes
SK=h(h(N,||HID))|IN3||Ny), My=N; & h(1<Sj||N2)y
and V3=h(SK||N;||SID)). Finally, S; sends M, and V;
to GW.

Step 4. GW computes N3 = M, & h(KS}||N,),
SK = h(h(N,||HID,)|| N} |IN}), and V5 = h(SK'||
N3 [|SID). Then, GW checks if V3" is equal to
Vs. If they are equal, then GW generates N,
and computes "= h(x||N,), PID!*" = HID, &
W || kgwa)s P = PID!¥@& h(N,||HID,), My=N,
® h(H[DiHS]DjH N)), Mg=N; @& h(Ny||HID,||
PID?®"), and V,=h(N,||N;|| PID?*" ||SK). Finally,
the GW sends {P,, Mz, M, V,jto U,.

Step 5. U; computes PID?*" = P; & h(N,||HID,),
Nj = M; ® h(HID,||SID}||N,), Nj = Mg ® h(N;
||HID, | PID!), SK' = h(h(Nj ||HID)[| N |IN,),
and V; = h(Ny || Nj || PID'" ||SK'). Then, U,
checks the equality if V' is equal to V. If they are
equal, then U; replaces PID; to PID/®" in the smart
card. Otherwise, U, considers the GW is invalid
and denies the transactions Fig. 3.

2.4 Password update phase

Step 1. If U; wants to change the password, then U,
inputs ID; and PW; into the smart card. The smart card
computes R} = SR; @ h(ID;||PW), APW} = h(PW}||R),
and V" = h(APW||ID;|| R}). Then, it checks the equal-

{PID;,HID; h(.)}

Generates a random number x, Rq
Computes HID; = h(ID;||Ry)
PID; = HID; & /I(XHkCWN)

Stores { PID;, x} in its secure database

ity if V;* is equal to V. If they are equal, then the smart
card accepts the request of changing password.

Step 2. U; inputs a new password PW/¢" into the
smart card. Then, the smart card selects a random
number R to compute APW7" = h(PW}" ||
RI®™), SRI®" = R!*"@ h (ID)|| PW}*"), SHID!"
= HID; & h(PW!® ||ID}|| R/*"), and V/* =
h(APWI*" ||ID;|| R}¢"). Finally, the smart card stores
SR, SHID?®", V/**, PID,, and h(") in its memory.

2.5 Sensor node addition phase

Step 1. S selects its identity SID/*" and a ran-
dom number R"*". Then, S" computes #(SID?" ||
R") and sends { SID/", h(SID/" || Rf*")} to GW
through a secure channel.

Step 2. GW computes KS7" = h(h(SID/" || R
)lkgwn) and stores { SID*, h(SID;" || R/™")}
in its database. Then, the GW sends KS7" to "
through a secure channel.

Step 3. Finally, S stores KS7" in its memory.

According to the above descriptions, I think Kwon et al’s
scheme has some disadvantages as follows. First, the sen-
sor node registration phase and user registration phase in
their scheme have to be performed in a secure channel. That
is, the user and sensor registrations cannot be executed in
wireless network environments. However, in some WSN
applications, the sensors need to be deployed dynamically.
Thus, Kwon et al’s scheme is not suitable for the dynamic
network topology. Second, Kwon et al’s scheme is not a
multi-gateway WSN scheme. Compared with related work
[17], it can be applied to a few applications. Third, Kwon
et al. did not design the steps for data transmissions after the
mutual authentication and key agreement had been finished.
Thus, Kwon et al’s scheme is not a complete version. Finally,
Kwon et al’s scheme has many redundant computations. To
authenticate the user, the gateway only needs to check if the
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User (Uj) Gateway (GW)
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Sensor Node (S;)

Inserts the smart card

Inputs I1D;, PW;

Computes R{ = SR; & h(ID;||PW;)
APW; = h(PW||R;)

V; = h(APW||ID;||R})

Checks V;* 2 Vi

Generates a random nonce Ny
Computes HID; = SHID; & h(PW;||ID;j||R;)
Si = SID; & h(PID;||HID;)

M; =N, ('EJII(HID,'HPID,‘)

V] = h(SID,’HPID,‘HN]HHID,‘)

{PID, S;, My, 1}

Retrieves PID; and the secret value x

Computes HID; = PID; & h(x||kgwn)
SID; = S; & h(PID;||HID;)

Ny = M1 & h(HID; ||PID;)

Vi = h(SID; ||PID;||Nj||HID;)

Checks Vi = V4

Generates a random nonce N>
Retrieves SID; and h(SIDj||R;)
Computes KS; = h(h(SID;||R;)|[kcwn)
M, = h(N2||HID;) & h(KS;||P1D;)

M3 = Ny & h(h(N:||HID;)||KS;)

Va = h(PID;||SID;|[h(Ny| [HID;)||Ny)

{PID;, My, Ms, Vs }

Computes N3 = My @ h(KS;||N2)

Computes i(N||[HID;)* = My & h(KS;||P1D;)
Ny = M3 @ h(h(N,||HID;)*||PID;)

V5 =h(PID;||SIDj||h(N2||HID;)||N7)
Checks V§ = Vy

Generates a random nonce N3

Computes SK = h(h(N,||HID;)||N3||N7)

M_‘ = N3 E'?II(KS’I]Nz)

V3 = h(SK||N5|[SID;)

M4r V3}

SK* = h(h(N2||HID;)||N3||Ny)
Vi = h(SK*||N3||SID;)

Checks V; = V3

Computes X" = h(x||N3)

PID;MU = HID; & h(x"|lkcwn)

P, = PID}" @& h(N1||HID;)

Ms = N & h(HID;||SIDj||Ny)

Mg = N3 @ h(N,||[HID;||PID}'®)

Vy = h(Ny|[Ns| [PID!*¥[|SK)

If the key agreement is successful,
updates {PID;, x} to { PID!,x"“}.

Computes PID!"® = P; & h(N1||HID;)

N; = Ms & h(HID;||SID;||Nq)

N3 = Mg & h(N3||HID;||PID}¢")

SK* = h(h(N;||HID;)||N3||Ny)

Vy = h(N3||N;3||PID!"||SK*)

Checks Vy ; Vi

Replaces {PID;} to { PID}*“} in the smart card.
Fig. 3 Login and authentication phase [18]

jPi, Ms, Mg, Vy}

user knows the correct PID,=HID; @& h(x||kgyy), where
kewa is a long-term secret key of the gateway. However, to
fulfill this purpose, the user side has to compute R} = SR; &
HIDJ[PW,), APW = h(PW|IR), Vi* = APW | |ID)]| R),
HID,=SHID; ® h(PW;||ID/||R), S;=SID; ® h(PID|HID),
M, =N, ® h(HID|PID,), and V,=h(SID/|| PID/|| Ny||HID))
in Stepl of Subsection 2.1. This is very inefficient and
impractical while the user only needs to prove to the gate-
way that he knows the correct PID,=HID; @ h(x||kgyn)-

3 The proposed scheme

To solve the problems of the related works [17, 18], I
propose a multi-gateway authentication and key-agree-
ment scheme on WSNs for IOT in this section. The pro-
posed multi-gateway structure is shown in Fig. 4. In the
proposed structure, there are several clusters of sensors
and gateways. The system administrator (SA) is respon-
sible for setting and storing the system parameters for
all participants in the proposed scheme. In addition, the
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Fig. 4 The proposed multi-gateway WSN structure for loT

SA can be seen as a mainframe or a base station that
keeps the data collected by all sensors. In each cluster,
the gateway (GW) is a manager of all sensors, and it col-
lects all data gathered by the sensors. Then, the GW of
each cluster sends the data collected from its area to the
SA. Besides, the GW is also responsible for authenticat-
ing the validities of the user’s and sensor’s identities.
And, the user can get the data collected by the sensors
through the GW.

The proposed scheme can be divided into four phases:
the system setting phase, sensor registration and authen-
tication phase, user registration and authentication
phase, and data access phase. Table 2 shows the param-
eters used in the proposed scheme.

3.1 System setting phase

In this phase, SA is responsible for setting the parameters
of all users, sensors, and gateways. When a user wants to
access the wireless sensor network (WSN), he must regis-
ter with the SA. The steps are shown as follows.

Step 1. Before sensors are deployed, SA randomly
selects a secret integer R, and stores {IDy;c, Xpyg Rgul)
in the HG. Then, SA stores {Ing, Rga} to each S

Table 2 The parameters used in the proposed scheme

SA System administrator

GW Gateway

HG Home gateway

FG Foreign gateway

U, The user i

S; The sensor j

ID, The identity of the participant x

PW, The password of user i

TIDy, The temporary pseudo identity of user i

R, A secret integer randomly chosen by user x

X, The secret key of the participant x

T The timestamp with the order k

AT The valid time interval of transmitting a timestamp
h() A secure one-way hash function such as MD5 or SHA-2 [16]
I The concatenation operation

(&) The exclusive-or (XOR) operation

Ky The symmetric key [16] negotiated by x and y
Ex, (®) The symmetric encryption function using K, [16]
Dk, (®) The symmetric decryption function using K., [16]
DATA The data collected by sensors

EDATA The encryption data

A=1B The expression of “if A is equal to B or not”
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Step 2. U; sends a registration request to the SA.
Then, SA sends { ID, PW,, R, } to U; in a secure
channel. Finally, U; stores { ID,, PW,, Rg, } into its
mobile device or smart card.

3.2 Sensor registration and authentication phase

In this phase, the sensors are deployed in an area, and
each sensor has to register at a home gateway (HG). Then,
the HG and a sensor authenticate each other’s validities.
Note that all steps of this phase can be performed by the
HG and sensors automatically without human interven-
tion. The Steps are shown as follows.

Step 1. §; sends IDg; to the HG. Then, HG com-
putes As; = h(1D5/||XHG), Aigi: As; @ Rsa, and
As; = h(A5j||RSA||T1), and it sends {45, As;, T1}

toS. .
j _
Step 2. Sj,computes Ag/. :Ag/ @ Rsy and checks

As; =?h (AS], || Rgq || T;) and if T is valid or not by

(@)

J

IDs,

{As; A5, 1}
A'Sj = A_s] @ Rsa
As; =7 h(As;||Rsal IT)
Randomly chooses Rgjo
B, = h(4s)) ® R0
B, = h(Rsjo| IT2)

Stores A s
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examining AT. If ANSj is equal to h(Asl. [l Req || T7)
and T is valid,-then §; ensures that the HG is a legal
gateway and Ag; = Ag,. After that, §; selects Ry, to
compute Bisl = h(Asj ® Rs;0 ang Bs, = h(joo [
T,). Finally, S sends { IDs;, Bs;, Bs,, T2} tothe HG
and stores Ag; in its storage space. o
Step 3. HG computes Rs;o = h(h(IDs; || X)) ®Bs;
and checks B, =?h(Rgo || T,) and if T, is valid or

not by examining AT. If Bg; is equal to h(sto || T)

and T, is valid, then HG ensures that S; is a legal sen-
sor and Rs;0 = Ry Finally, the HG stores IDg; in its
registration list, which keeps the identities of all legal
sensors Fig. 5.

3.3 User registration and authentication phase

In this phase, the user registers at HG to access the
WSN. Then, the HG and the user mutually authenti-
cate each other’s validities. The steps of this phase are
listed as follows.

2

HG

As; = h(IDs; |1 Xyg)
A_sj =As; @ Rsa

/];j = h(4s;||1Rsal IT1)

{(1Ds;, Bs;, Bs), T2}

Fig. 5 Sensor registration and authentication phase

Rgj0 = h(h(IDs;| | Xnc)) © Bs;
Bs; =? h(Rsjo|IT2)

Stores IDSJ. in the registration list
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Step 1. U; inputs ID; and PW; into the mobile device.
If ID; and PW,; are both correct, then the mobile
device randomly chooses TIDy;, and sends it to the

HG. After that, HG computes Ay, = h(T[DUi
|1X0) A, = Au, © Rss, and Ay, = h(Au] [Ros| I T5)
and sends {Ay,, Ay, Ts}to U,

Step 2. U, computes Ay, = Ay, ® Rsa and checks
Ay =% (Aul. I Rey || To). If Ay is equal to h(Aul. I
Rq, || T5) and Ty is valid, then U ensures that HG is a
legal gateway and Ay, = Ay, After that, U; randomly
chooses Ry to compute By, = h(Ay;) @ Ry, and
By, =h (RLI,-O ||  T,). 'Then, U
TIDy,, Bu,, Bu;, Ti} to the HG. Finally, U, stores
Ay, in the mobile device.

Step 3. HG computes Ry0 = h(h(TIDy; || Xyc))

@By, and checks By, =?h (Ruio || T,). If By, is equal

sends {

to h <Ru,»0 || T,) and T, is valid, then HG ensures that

U; is a valid user and Ry;,0 = Ryy0. Finally, HG stores
TIDyj, in the registration list of its database Fig. 6.

o

U;

Inputs ID; and PW; in the mobile device

Randomly chooses TIDy;,
TIDy,
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3.4 Data access phase

This phase can be divided into three subphases: the
user requiring phase, local data access phase and the
foreign data access phase. To access data from the
WSN, the user sends the requiring message to the HG
by performing the user requiring phase. Then, the HG
authenticates the user and negotiates a session key
between them. If the user wants to access the data from
the local area, then the user and HG perform the local
data access phase. Otherwise, they perform the foreign
data access phase, and the user gets the data from a for-
eign gateway through the HG. The steps of this phase
are listed as follows.

3.4.1 User requiring phase

Step 1. U, inputs ID; and PW; in the mobile device.
If ID; and PW, are both correct, then the mobile
device randomly chooses Ry;1 to compute
Cu, = h(Au;) @ Ry, and CTh:h(Ruil |l IDs; ||
T,). Then, U; sends { TIDy,, IDg, Cy, Cu, Ts}
to the HG.

@

{Ay, Ay, T3}

Ay, = h(T1Dy || Xpq)

Ay, = Ay, ® Ry
Ay, = h(Ay,lIRs4llT3)

Ay, = Ay, ® Rsa

[1;1 =? h(A’Ui”RSA”T3)

Store Ay, inthe mobile device
Randomly chooses Ry;o

By, = h(Ay,) ® Ry

By, = h(Ry||T:)

{T1Dy, By, By, T}

Fig. 6 User registration and authentication phase

Ry,0 = h(h(TIDy,||Xpe)) © By,
7.
By, _h(Ry,olITs)

Stores TIDy, in the registration list
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3.4.2 Local data access phase

Step 2. The HG computes Ry;1 = h(h(TIDy;
|1X,))®Cy, and checks Cy, =2k (Ru,,1||1DS,.||T5). If

Cy; is equal to & (Ru51| |IDs|| T5) and Ty is valid, then
the HG ensures that L/; is a legal user and Ry;;1 = Ryy;1.
Step 3. HG generates Rz to compute
Kuyn = h(TIDul.| |Ru1||Rycr)s Crc = (W(TIDy,
|1X,i6)@Ryi61, and Crag = h( Ryl Koy | To)- Then,
HG sends {Cug, Chg, Tejto U,

Step 4. U; computes Rygi = h(Au,) ® Chg and
Kyy = h(TIDui| |Ruz1| | RHG1) and checks

Chg =?h (RHG1| |Kun| | T). 1f Crrg is equal to / (RHG1
|| Kur|| Ty) and Ty is-valid, then U; ensures that HG is a
legal gateway and Ky = K3

Step 5. HG checks if ID;; is in the local area or not.
If it is in the local area, then the HG performs the
local data access phase in Subsection 3.4.2. Oth-
erwise, the HG communicates with the FG and
performs the foreign data access phase in Subsec-
tion 3.4.3 Fig. 7.

e

Inputs ID; and PW;
Randomly chooses Ry,
Cy; = h(Ay) @ Ry
C_Ui = h(RUnHIDs,»HTs)

Stepl. HG computes Frg = h(h(IDs|| X)) ORyc
and Fyg=h (RHG1| |T,), then it sends

{FuG, Fue,T7} to S,
Step 2. Sj computes Ryg1 = h(AS,) ® Fyc and

checks %:?h(RHGl || T,). If Fyg is equal to

h (RHG1 || T) and T is valid, then Sj ensures that the
HG is a legal gateway and RyG1 = Rygi. After that,
S; generates Rg; to compute Ksyy = h(le, || Rs;1 |l
Ruc)s Fs; = h(As) @R, B =h(Rs;1 1] Ky |
Tg), and EDATA, = Exg (DATA). Finally, S/ sends {
IDs,, Fs, Fs, EDATAy, Tg}tothe HG.

Step 3. HG computes Rs;1 = h(h(IDs; || X}5)) ©F

and KSH:h(IDSI. [l Rs1 || Ryg)) to check

Fgf. =% (stl || Ksar || Tg). If FS/’ is equal to & (RS/.1 ||
Ksh || Tg) and Ty is valid, then the HG ensures that S;
is a legal sensor and Rs;1 = Ry;; and Ksy = K. Note
that K, is a session key between S; and the HG.

dfr\\

HG

{TIDy,, 1Ds}, Cy,, Cy, Ts}

{Cuc. Crer Ts}

RL’Iil = h(h(TIDUi”XHG)) @ Cui
Cu, =7 h(Ry|l1Ds |T5)
Randomly chooses Ryg1

Kyy = h(TIDUiHRUilHRH(Jl)
Cug = (h(T1Dy,||Xn¢)) @ Rug1

m = h(Ry¢1llKunllTe)

Rug1 = h(Ay,) ® Cye
Kl'IH = h(TIDUi”RUiIHRF;Gl)

Cug =? h(Ruc1||Kun|Ts)

Fig. 7 User requiring phase
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Step 4. To decrypt the collected data from S, the HG
uses Kg; to compute DATA = Dk, (EDATA).
After that, the HG uses the session key K;;;; negoti-
ated by  Subsection 3.4.1 to compute
EDATA; = Exy,, (DA TA||T,). Finally, the HG sends
{IDye; EDATA,, To} to U,

Step 5. U, computes (DATA || T9) — Dy, (EDATAy)
to get DATA and Ty. And, U checks if Ty is valid or
not by AT. If T, is valid, then U, accepts the data.
Otherwise, U; discards it Fig. 8.

3.4.3 Foreign data access phase

Step 1. HG generates Ry to compute Fyp=h(IDy
|| Ry) @ Rygp and Fr = i (Rur || Ds; || T,). Then,
the HG sends { IDyg, Fur,Fur, T} to FG.

A
i

Fug = h(h(IDs || X)) © Ruga
m = h(RHGll|T7)

{Fug, Frug, T7}
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Step 2. After getting {IDyG, Fur,Fur, T7}, FG com-
putes Rpyr = h(IDHGHRSA) @® Fyr and checks
Frr =7h (RHF| |IDs)|T;). If T is equal to h(RHp
|/[Ds)|| T7) and T is valid, then the FG ensures that HG

is a legal gateway and Ryr = Ry After that, the FG
generates Ry and Ry, to compute Ky =h(Ryr||Rpy),

Frg = h(h(IDs)||Xz))®Rpgy, and Frg = h(RpG1||T8).
Finally, the FG sends {Frg, Frg, Tg}to S

Step 3. Sj Comput/es Rrg1 = h<A5j) ® Frg and
checks E:?h(RFGl || Ty). If Frg is equal to
h(RFG] || Tg) and Ty is valid, then S; ensures that

the FG is a legal gateway and Rpg1 = Rpg;. After
that, S; generates Rg; to compute Ksr = h(IDSI. [|

()

J

{IDs, Fs), ﬁi’ EDATA4, Tg}

Rig1 = h(As)) ® Fuc
Fyg =7 h(Ryc1T7)
Randomly chooses Rs;1
Ksy = h(IDstRs,-1||RHG1)
Fs; = h(4s;) ® Rs;1

Fs; = h(Rs;1|KsulTs)

EDATA, = Ex, (DATA)

R§j1 = h(h(IDs||Xxe)) © Fs;
K;H = h(IDSjHR.s:jlllRHGl)
Fs, =2 h(Rs,1l|KsuTs)
DATA = Dy, (EDATA;)

EDATA; = Ex,, (DATA||Ty)

{IDy, EDATA,, To}

Fig. 8 Local data access phase

.D.
)
U;
(DATA|[T;) = Dy, (EDATA)

Checks T
Accepts DATA
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Rs1 || Rpg1), Fs; = h(Asj) ® Rsj1, Fs, = h(stl Il
Ksr || Ts), and EDATA; = Exg (DATA). Finally, S,
sends { IDs;, Fy,Fs, EDATA, To to the FG.

Step 4. FG computes Rg;1 = h(h(IDs||Xrg))®F; and
Ksr = h(IDs||Rl|Rey) to check Fs; =?h(Rs;s

[|Kse|| T5). If Fg; is equal to h(R5j1| |Ksr||Ty) and T,
is valid, then the FG ensures that S; is a legal sensor
and jol = stl.

Step 5. FG computes DATA = D . (EDATA,),
EDATA; = E,; (DATA), Fry=h(IDyg || Rss) ®Rppp
and Fry = h(RFH || Kz || Tho)- Then, the FG sends
{IDrg, Fry, EEDATA;, T1o} to the HG.

Step 6. HG computes Rpy = h(IDHpHRSA@FFH)
and Kyr = h( Ryr||Rer) to check Fry =?h <RFH

||Knir| | Ty0)- 1f Fry is equal to / (RFH| |Kye]| To) and

Ty, is valid, then the HG ensures that the FG is a
legal gateway and Rry = Ry and Kyr = Ky After
that, the HG computes DATA = Eg,,,(EDATA,)

and EDATAs = Ex, (DATA||TH) to  send
{IDy, EDATA,, Ty} to U
Step 7. L, computes (DATA || T11> — Dy, (EDATA3)

to get DATA and T;,. And, U, checks if T}, is valid or
not by AT. If Ty, is valid, then U, accepts the data.
Otherwise, U, discards it Fig. 9.

Compared with related works [17, 18], the proposed
scheme has the following advantages. First, the pro-
posed scheme allows the user and the sensor to reg-
ister and join dynamically with WSN without using a
secure channel. Thus, the proposed scheme is more
suitable for the dynamic network topology of IoT. Sec-
ond, the proposed scheme is a multi-gateway structure,
and thus it can be applied to various IoT applications.
Third, unlike the related works [17, 18], the proposed
scheme has local and foreign data access phases to
show how to access data securely in the multi-gateway
WSN. Thus, the proposed scheme is more completed
and practical than related works. Fourth, the proposed
scheme is only designed by the light-weight operations
(XOR operation and one-way hash function). There-
fore, the proposed scheme has low computation and
communication loads.

4 Security and performance analyses

In this section, I perform some attacks on the proposed
scheme to analyze its security. In addition, the perfor-
mance analyses of the related works are also provided.
The proposed attacks are shown as follows.
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4.1 Outsider attack
Assuming that an outside attacker wants to get Ry;1 and
ETIDUI‘”RUiI
||Ryc1), and the outsider will wiretap the communications
between the user and HG in Subsection 3.4.1 to obtain
{TIDui, IDgj, Cu,, Cu; Ts} and {Cue, Cre, Te}. To
get Ry;1, the attacker has to compute the equation
Ry = h(h(TIDy)| X))@ Cu,. However, it is impossible
because the attacker does not know Ay, = i ( TIDy| | X )

Ry to compute the session key Kyy = h

which is a secret authentication information stored in the
user’s devices. For the same reason, the attacker cannot
obtain Ry, from the equation Ryg1 = & (Aui) ® Che.
Based upon the similar analysis, an attacker cannot get
the session keys Kgy = h(Ing I Rs1 [I Rygi)
Ksr =h(1DS1, | Rsi || Regr)r and Kpyy=h(Rygp || Rp)
because he does not know the secret authentication

information Ay, and Ag;. According to the above analysis,
the outsider attack is infeasible for the proposed scheme.

4.2 Insider attack

Assuming that an inside attacker U; (a malicious user)
wants to get the secret key X of the home gateway
(HG), and the insider will try to compute X, from
Ay, = h(TIDuL, || Xe) stored in his device. However,

this attack is infeasible because X, is protected by a
secure one-way hash function /4(-). Computing X, from
h(le, || Xpe) is impossible [16].

On the other hand, if an attacker has controlled a
sensor S; and obtained its authentication information
As, = h<IDSj || Xye), then he tries to compute X,

from h(IDs; || Xpg). However, this attack is also impos-

sible because X is protected by the one-way hash
function /(). According to the above analyses, the
insider attack is infeasible for the proposed scheme.

4.3 Impersonating attack

Assuming that an attacker does not register at the SA and
tries to impersonate a legal user U, and the attacker is going
to execute the steps of Subsection 3.3 to register at the HG.
Thus, the attacker intercepts { Ay, Ay, T3} in Step 1 of
Subsection 3.3, and then he uses the fake authentication
information A, ke to compute By, =h (A u; jake) @ Ry0
and By, = h(RNuio || T,). After that, the attacker sends {
TIDu;, Bu,, Bu, Ta}to the HG. After receiving By, and
By, the HG computes Ryj,0 = h(h(Ay,) @Biui and checks

By, =%h (Ruio || T,), where Ay, = h (TIDUI. || Xysc)- How-

ever, the HG will find that By, is not equal to / (Rul-o || T,)
because Ay, fure # Au; and Ryj0 # Ryjo- That is, the HG
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lf'\l \
HG
Ryr € Random

Fyr = h(IDyg||Rsa) @ Rur
Fur = h(RHF||1Ds,-||T7)
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{IDyg, Fur, Fur, T7}

{Fre, Fre, Ts}

Ryp = h(IDyg|IRsa) @ Fyr
Fur =7 h(RI;F\\IDstT7)
Randomly chooses Rgy

Kyp = h(RHF”RFH)
Randomly chooses Frgq

Fpg = h(h(IDs;|Xre)) @ Rt
Frg = h(Rre1ITs)

(0)

Rrg1 = h(As)) @ Frg
Frg =7 h(Rpg1[Tg)
Randomly chooses Rgj;
Kse = h(IDs,|Rs;1 |Reg1)
Fs; = h(4s)) © Rsj1

Fs; = h(Rs;1|Ksr[ITo)
EDATA, = Ey,(DATA)

{IDs,, st,ﬁj, EDATA,, To}

D

=

{IDgg, Fry, Fpy, EDATA, Ty}

FG
R§j1 = h(h(IDs,||Xre)) D Fs;
K:gp = h(IDstR.;leRFcl)
Fs; =7 h(Rs;1/|Ks|ITo)
DATA = Dy, (EDATA,)
EDATA, = E,,,(DATA)
Fry = h(IDyr||Rsa) @ Rey
m = h(RexlKurllT10)

HG
Rpy = h(IDyg||Rsa @ Fry
Kir = h( RuplRrn)
Frir =2 h(Renl|Kiir|T10)
DATA = Ey,, (EDATA,)
EDATA; = Ex,, (DATA|Ty,)

{IDyc, EDATA3, T}

-

Fig. 9 Foreign data access phase

will know the attacker is not a legal user and deny his
registration.

Similarly, impersonating a legal user in Subsec-
tion 3.4.1 is impossible because an attacker does not
know the authentication information Ay, The HG can

discover an attacker by checking Cyj, =?h (Rui 11| IDs; ||
T;) in Step 2 of Subsection 3.4.1. According to the above

U;
(DATA||Tyy) = Dgy,, (EDATA3)
Checks Ty
Accepts DATA

analyses, the impersonating attack is infeasible for the
proposed scheme.

4.4 Men-in-the-middle attack

Assuming that an attacker intercepts the communications
between the sensor and the HG in Step 2 of Subsection 3.2,
then he tries to alter { Aig/., As;, Th } and resends the
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Table 3 The performance analysis of the related works
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Roles User Gateway Sensor Total

Papers

[17] 15Th 15Th 5Th 33Th

[18] 13Th 18Th 6Th 37Th

(191 13Th+2T,,, 13Th 4Th42T,.,, 30Th+4T,,

[20] 5Th+3Teem+ 2Ty 5Th+3Teem+ 2T 3Th+4 2T, 13Th+ 8T +4Ty
Proposed scheme 8Th 13Th 3Th 24Th

tampered message to the sensor. The attacker may compute
AS = AS @RSA 3 and ,As = h(AS || RSA || Ty ) and

then he sends {A‘gr , Ag , T, } to S;- However, §; will dis-
cover that {Ag , As; T1 '} is a fake message by computing

As, = As, ® Rgaand As, =7h (AS, I Rg, || 7). Obviously,
Asj is not equal to /1 (Asj [| Rsa || T7) because Ag," = h (Asj"
|| Rey || T)) # h(Agj || Rgu || T7)- According to the above

analysis, the proposed scheme can prevent from the men-
in-the-middle attack.

4.5 Replay attack

Assuming that an attacker intercepts { AS s Ag , Th },
and then he resends it to S; without any alteratlon in
Subsection 3.2. However, the sensor will discover {
Aig/, Ag/, T1 } is re-sent by an attacker because Sj must
check if T is valid or not by examining AT. Definitely,
the re-sending time will exceed the valid time interval
AT, and thus the sensor can discover this attack. Based
upon the similar analysis, an attacker cannot perform
this kind of attack on the user registration and authen-
tication phase and data access phase because the times-
tamps are used in the proposed scheme. According to
the above analysis, the proposed scheme can prevent
from the replay attack.

4.6 Performance analysis

The performance analyses of the related works [17-20]
and the proposed scheme are shown in Table 3. Note
that the proposed scheme and [17] are multi-gateway
structures for WSN and the others are not. In addition,
only the proposed scheme provides the data access
phase after mutual authentication and key agreement
have been done. Under the same benchmark, the per-
formance analysis of the data access phase of the pro-
posed scheme is eliminated. In Table 3, T}, T, and

T, are the execution time of the one-way hash func-
tion, point multiplication of the elliptic curve crypto-
system [16], and symmetric encryption/decryption,
respectively. According to [18], the execution time
of T), T,,, and T, are about 0.00032, 0.0171, and
0.0056 seconds, respectively. That is, T,,,> Ty > T
Moreover, the measurement does not Con51der the
execution time of XOR operation because its computa-
tion cost is negligible. According to Table 3, the pro-

posed scheme is more efficient than related works.

5 Conclusions

In this paper, I proposed a multi-gateway authentica-
tion and key-agreement scheme on wireless sensor
networks for IoT. Unlike related works, the proposed
scheme allows the user and the sensor to register at dif-
ferent gateways dynamically, and thus the user and the
sensor can securely join in different areas of wireless
sensor networks. In addition, the proposed multi-gate-
way structure can be applied to more IoT applications
in comparison with single-gateway related works.
According to the proposed performance analysis, the
computation costs of the proposed scheme are much
less than those of the related works. In conclusion, the
proposed scheme is more efficient and practical than
related works for IoT applications.
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